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Introduction

By August 16, 2023, Google Cloud IoT Core will no longer be available.
All loT Core users must migrate their applications to alternative IoT
services before this date to ensure uninterrupted service for their
business.

As an official Google Cloud Certified Partner, EMQ provides two
products to aid in the migration process: EMQX Cloud, a fully managed
MQTT cloud service; and EMQX Enterprise, an enterprise MQTT platform
at scale for private deployment. These solutions boast robust support for
extensive connections of loT devices, as well as reliable message
transfer, processing, and storage with exceptional scalability and
stability, making them optimal choices for users migrating from Google

Cloud loT Core.

This handbook is designed to offer clear, easy—to—understand, and
actionable guidance to existing Google Cloud IoT Core users, providing
the migration plan based on the aforementioned EMQX Cloud. Users can
utilize this handbook to evaluate their business, select the most suitable
solution, and follow the comprehensive steps provided to successfully
migrate their services.

Following the completion of migration, users will continue to enjoy
Google Cloud's other services while also leveraging the benefits of

EMQ's products for their loT business.
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Investigation and Evaluation

Prior to commencing the migration process, it is essential to conduct a comprehensive analysis and evaluation of the existing system.
This will enable users to gain a thorough understanding of the current environment and make an informed decision on the most appropriate migration
plan, ultimately ensuring a safe and reliable migration process.

The preliminary investigation is conducted using a questionnaire (see the annex for details of the survey questionnaire), which focuses on three main areas:

Application Overview Application Services Google Cloud Usage
Relationships

Thoroughly understanding the basic Analyzing the upstream and downstream Investigating and sorting out the service

situation of applications, such as application business correlations, data flow, and data usage, deployment architecture, application

scenarios, device types and protocols, invocation relationships, and investigating integration, and resource usage of the

concurrency, basic technology stack, the surrounding business and application application services deployed on Google

application support system, overall ecology related to the corresponding Cloud that need to be migrated.

application architecture, and other related business for the application.

aspects.

\ J . J . J
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Migration Planning

Upon obtaining a thorough understanding of how the business and applications are currently utilized on Google Cloud loT Core, we will create a

comprehensive migration plan that addresses the following three key aspects: service construction, device connection, and data bridging and integration.

Service Construction

EMQ offers a fully managed MQTT Cloud service, EMQX Cloud

Service, that allows users a quick and easy setup of an optimally [ ] verr
OF Device <

& B
: ; GCP Cloud
................. : EMQX Clust :
> QX Cluster : sqL/

MQTTS : ] .
: ) Rule Engine Bridge GCP Cloud Memorystore/
@ EMQ@X Node """""""""""""""""""" > Pub/Sub | > Bigtable/ """"" >
VPC Peer/ BigQuery/

configured EMQX cluster on Google Cloud, utilizing servers and

network resources provided by EMQX Cloud. Throughout the ‘ B Device l<$§28> | | e il Aplications
usage period, EMQ's global service support team and technical ‘ () Emax Noge l . " ‘_‘_'_‘?_ET?TT‘_?__E?E‘E’_’?’_‘?__>[ Messaie ] .......... { [/)ZTZZ;S: ---------- >
. : ueue
Others L AT SRR e / <
. . . Of Device |Je............. >
experts provide 24/7 technical support and operation and ‘ '< A . Usor VPG E—
maintenance services. EMQX clusters are located in a separate { }
3 Google Cloud Platform

VPC network and can be connected to other Google data
services or the user's own business applications within their VPC

network via VPC peering or private link.
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Device Connection

Effective identity authentication for device access is crucial to ensuring system and data security. This manual presents a solution for migrating
MQTT devices from GCP loT Core to EMQX service. EMQX offers robust connection authentication with two levels of security. Firstly, the MQTT
protocol itself provides authentication methods such as specifying the username and password in the CONNECT packet or using JWT. Additionally,
EMQX supports real—-time synchronization of authentication information between internal and external databases. At the transport layer, TLS

guarantees client authentication using client certificates and verifies the server certificate to the client for added security.

In GCP loT Core, devices use a private key to sign a JSON Web Token (JWT) as proof of their identity when communicating with the platform.
EMQX offers external authentication support for JWT, allowing for seamless migration via generated password from the original loT Core key pair

to connect to EMQX. Furthermore, EMQX provides 1-way TLS/SSL for loT Core client connections and supports 2—-way TLS/SSL and interfacing

with PKI/CA systems to achieve 1-device and 1-key authentication.
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Data Bridging and Integration

Both EMQX and Google Cloud loT Core
offer device connectivity and data access
in their product designs. In the Google
Cloud products, loT Core is typically
connected to GCP Pub/Sub, which
bridges device data to data storage and
analysis products such as Cloud SQL,
Bigtable, and BigQuery. GCP Pub/Sub is
an asynchronous, scalable messaging
service that decouples message

generation from processing.

EMQX provides high concurrent
connections and throughput for upstream
and downstream data transfer. It also
enables seamless integration of device
data with third—party databases and data
analysis services deployed in the GCP
cloud environment. With the EMQX
migration solution, data integration is both
efficient and stable. By establishing a VPC
peering connection between EMQX Cloud
and user data service, users can easily
bridge device data to GCP Pub/Sub topics
with zero code development via the EMQX

Management Console.

In GCP loT Core, devices use a private
key to sign a JSON Web Token (JWT) as
proof of their identity when
communicating with the platform. EMQX
offers external authentication support for
JWT, allowing for seamless migration via
generated password from the original loT
Core key pair to connect to EMQX.
Furthermore, EMQX provides 1-way TLS/
SSL for loT Core client connections and
supports 2-way TLS/SSL and interfacing
with PKI/CA systems to achieve 1-device

and 1-key authentication.

J
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Summary

The above key points can guide users in efficiently constructing the solution and provide the necessary architectural guidance for the subsequent

migration tasks. If you need additional assistance, please reach out to us at Contact Us .

Step-by-Step Migration:
Replacing GCP loT Core with EMQX Cloud Dedicated

Step 1: Creating an EMQX Cloud Deployment on GCP

1. Choose a Specification
The initial and critical step is to select the appropriate deployment specification. This requires a meticulous evaluation of business requirements and in—
depth preliminary research and analysis to determine the most suitable instance specification. The selected instance must be able to accommodate

concurrent connections between devices and applications, satisfy the required message throughput TPS, and support extensive data access and

integration. In this section, we have opted for the EMQX Cloud Dedicated — Professional Edition, as it can proficiently meet all these prerequisites.
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2. Choose a Region

We suggest selecting the same region as the application services that require data integration.

C)) EMQX CLOUD Pricing Documents L Contact Us - \
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Serverless

broker you can get in seconds.

Up to 1,000 sessions

go. Total free under free quota.

| Forever free

1 million session minutes / month

1 GB traffic / month

| Pay as you go
$2.00 per additional million session

minutes

$0.15 per GB for traffic

Scalable and secure serverless MQTT

, only pay as you

¢ Dedicated

A fully managed MQTT broker in a

dedicated cloud environment.

With enhanced feature access, EMQX

Dedicated is ideal for businesses of all

sizes.

I Billed monthly

Start at $0.18 / hour

Annual discount: 15% off

| Enhanced features

Up to 1 TB free traffic / month
Integration with other systems and
services

24 x 7 expert support

(Bring Your Own
BYOC Cloud)

Host EMQX clusters on your own cloud,

fully-managed by EMQX. Enjoy the best of

both worlds: the convenience of the cloud

with the security of your own data.

Dedicated EMQX Enterprise on your own
cloud

Your sensitive data never leaves your
cloud

Customizable MQTT server

Fully managed by EMQX team

24 x 7 monitoring and technical support

Default Project / New Deployment

New Deployment

@ 1. Choose Plan @ 2. Configuration

Choose Cloud Platform

adWws

AWS

Choose Region

us-east1 (South Carolina)

asia-south1 (Mumbai)

Choose Specification

1,000 CONN /1,000 TPS

> 50,000 CONN, Contact Us

Billing Method

Hourly billing

Estimation: $ 0.36 per hour

A

Azure

us-west1 (Oregon)

asia-southeast1 (Singapore)

5,000 CONN /10,000 TPS

Save 15% per year

Annual prepaid

3. Confirm

VAS Subaccounts Billing ~ Tickets Help O

a

Google Cloud

europe-west3 (Frankfurt) europe-north1 (Finland)

asia-east1 (Taiwan)

10,000 CONN /20,000 TPS 50,000 CONN / 50,000 TPS
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3. Choose a Payment Method

Once you have selected a payment method, click "Next" and EMQX Cloud will automatically create the deployment.

When the status shows "Running,"it is ready to use.

Professional | Hourly billing

deployment-08d00882 us-east (South Carolina) (Go...

Created: 2022-10-27 17:05
Connection Limit: 1000
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Step 2: Switching Devices Previously Connected to GCP loT Core to EMQX Cloud Deployment

1. Connection Address and Port
When devices initiate a connection, the connection address and port
are the most important pieces of information required. EMQX Cloud's
connection address and port are intuitively displayed on the EMQX
Cloud console:

- (Connection address: |IP address for MQTT connection

- Connection port: 1883(mqtt), 8083(ws) are enabled by default

2. Authenticate Device Connections Using JSON Web Token (JWT)

deployment-08d00882 rrofessiona

Instance status

Running time: 00D, 17H, 42M

Deployment Name:

Specifications:

® Stop T[] Delete

0 Running Connections Pub&Sub TPS Free Traffic(GB)

0/1000 0/1000 0/100

deployment-08d00882 ' &£
1,000 CONN /1,000 TPS | Hourly billing Switch to annual prepaid
35.243.241.35 'O

1883(mqtt), 8083(ws)

In GCP loT Core, devices use private keys to sign JSON Web Token (JWT) for secure connection authentication. GCP loT Core requires each device to

orepare a JWT (JWT, RFC 7519) for short—term identity authentication for MQTT connections. When creating an MQTT client connection, the JWT must

be passed in the password field of the CONNECT packet. The token is then passed to [oT Core as proof of the device's identity, and the service uses the

device's public key (uploaded before sending the JWT) to decrypt and verify the device's identity.

2.1 Parse JWTs in GCP loT Core

GCP loT Core uses the public key (or asymmetric) authentication. Devices use a private key to sign a JWT, which is passed to GCP loT Core as proof of

the device's identity.
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JWT consists of three parts: header, payload (which includes a set of claims), and signature. The header and payload are JSON objects, which are
serialized to UTF-8 bytes and then encoded using baseoc4durl. The header, payload, and signature of a JWT are separated by dots. Therefore, a JWT
typically looks like the following:

{Base64url encoded header}.{Base64url encoded payload}.{Base64url encoded signature}

D JWT Header
The header typically consists of two parts: the type of the token and the signing algorithm used. Both fields are required and have only one value each.

Cloud loT Core supports the JWT RS256 and JWT ES256 algorithms.

@ JWT Claims
The JWT payload contains a set of claims and is signed using an asymmetric key. JWT claims contain information about the JWT, such as iss (issuer), exp
(expiration time), sub (subject), aud (audience), and others. Like the JWT header, the JWT claims set is a JSON object that is used to calculate the

signature. Here's an example payload that could be in GCP IoT Core:

A

."aud": "your—project",
Miat": 1509654401,
lexp': 1612893233

J

O w N B
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@ JWT Signature

The base64url-encoded header, claims set, and private key (such as the rsa_private.pem file) are signed using the algorithm defined in the header.

The resulting signature is then basec4url-encoded to form the JWT. Here's an example of a JWT before basec4durl encoding:

{"alg": "RS256", "typ": "JWT"}.{"aud": "your—project", "iat": 1509654401, "exp": 1612893233}.[signature bytes]

Creating public and private keys can be done using the following command:

1 .openssl genpkey —algorithm RSA —out rsa_private.pem —pkeyopt rsa_keygen_bits:2048
2 .openssl rsa —in rsa_private.pem —pubout —out rsa_public.pem

Where rsa_private.pem is the private key that must be securely stored on the device to sign the JWT of the authentication file, and rsa_public.pem is the

public key that must be stored on the server (such as EMQX or Cloud loT Core) to verify the signature of the JWT.

After the final base64url encoding, the JWT will look like this:

eyJhbGciOiJSUzINilsInR5cCIBIkpXVCJ9.eyJhdWQiOiJIbXEteC1jbG91ZClsimIhdCIBMTY 2NjIOMTUIMSwWiZXhwljoxNjcOMTk3NDQxFQ.SqQs TDZ5K TXRxSnIGs
3nHXFRG_Kdjh8GxIsAWyWY4emFBIHbHUHOFHRYbgEbDVFGEPSQWGKHRZz80Xtn2MJFkwQRVFZNnhY 2fqQuSnFaNcBiGUSaXb—A—v2bcO7vuk_x4j—
Hguak0sDXzrzjoObwEfOrn4Vkk TCPUIgVOEDUZL Abz9PBtOMIWUMrOWKUXgR8Vg8zilZOHB T8b T6SfxXqzd94COAPVPAWSY5—

Vs39SCIMVbtgdKlsegbtQYklLbeJX81gOKC—-cFI5MvMchgBrxpUgWahPEmcXYcLo-AbveVmMQOTTK-5uyuABXrsEMUGIE 7LjwRbh T TtXTNTSWLMqJOw
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In GCP loT Core, at least one public key is required for each device connection, which can be obtained from the following page.

= Google Cloud

?ﬁ’ loT Core & Device details 2" EDIT DEVICE £ UPDATE CONFIG # SEND COMMAND B BLOCK COMMUNICATION @ DELETE

Registry detail : :
B Registry details Device ID: client001

¥  Devices Numeric ID Registry Cloud Logging Communication
. 2808597 N ' emqgxtest Registry default View logs Allowed
&  Gateways
o DETAILS CONFIGURATION & STATE AUTHENTICATION
@1 Monitoring

Each device is restricted to 3 public keys max.

ADD PUBLIC KEY DELETE

| Key format Key value Expiration time

D RS256 Hkdk_dakx Apr 7,2023,12:00:00 AM /7

C)D EMQX CLOUD £Y Google Cloud
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GCP loT Core does not require a specific token generation method. You crtedty Tpauth

can use client libraries and tools on JWT.io to generate JWT for connection

authentication. Encoded rrs e Decoded oo e
eyJhbGci0iJSUZITNIISINRS ™ sull m = wm™ . €Y e
JhdWQi0iJ1bXEteC1jbG91ZCIsImLhdCI6MTY2N o rerser

2.2 Migration to EMQX Cloud with Individual Key for Each Client S A

BOHbHUHBFHRYbgEbDVFqQEPSQWjGKHRZz80Xtn2MJ

PAYLOAD: DATA

. . . FkwQRVfZnhY2fqQuSnFgNc6iGuSqXb-A-

In GCP 10T Core, each device (ClientlD) requires a separate key for JWT beore xai B

Hguak@sDXzrzj08bwEfOrn4Vkk TCPUlgv9EDUZL "iat": 1666241551,
R . R . z uMr A, "exp": 1674197441}

authentication. While EMQX Cloud supports JWT as a connection v I
Vs39SC11VbtqdKIseg6tQYkLbeJX81gOKC-

authentication method, it currently only supports a unified key pair for all SIS ehan xpatenPEnexyeLe: e

. . . 5uyuABXrSEMUGIE7Lv/E m M M B8 pasesdUriEncode(payload),

clients to use. However, EMQX Cloud offers HT TP custom authentication,

which allows users to integrate their own JWT authentication service with e

EMQX Cloud. By leveraging this feature, users can use the JWT generated

with the same key pair in GCP |loT Core to authenticate their devices in |

EMQX Cloud and complete the migration process. @ Signature Verified
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The HT TP custom authentication offered by EMQX Cloud allows users to implement complex authentication logic. In the current scenario, where JWT
authentication is required, users can connect EMQX Cloud to their own JWT authentication service, with EMQX Cloud handling the connection and the

authentication service responsible for validating the JWT. The authentication process works as follows:

(1D When a device connects to EMQX, EMQX sends the clientid and password (JWT) carried in the CONNECT packet as parameters to the user's JWT

authentication service for verification.
(2 After receiving the parameters, the JWT authentication service retrieves the public key from the authentication source (which can be a JSON file or
Redis) based on the ClientID. The public key is used to decrypt and verify the JWT. If the JWT is valid, the JWT authentication service returns a response

status code of 200 to EMQX. If the JWT is invalid, it returns a response status code of 401 to EMQX.

(3 EMQX processes the authentication request based on the HTTP response status code returned by the JWT authentication service. If the response

status code is 200, the connection is allowed. If it is 401, the connection is rejected.
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We recommend the following approach for implementing JWT connection authentication with individual key pairs for each client, to migrate device
connections from GCP loT Core to EMQX:

(D Prepare the authentication source in advance for retrieving the client's public key. It is recommended to back up the original client public keys as a

public key list that includes the relationship mapping between the clientlD and the public key. This list can be saved in a JSON file or Redis. For instance,

the public key list is saved in a JSON file as shown below. If the number of devices is large, it is recommended to use Redis to save it.

py £ iwt-public-keys.json

@
~+
I
=

o
®)
o

1ol
o

~+
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2 Develop a JWT authentication server and deploy it in an environment that can connect to EMQX. The construction of the JWT authentication server

can refer to the code example below:
1 .import json

3.import jwt
4 . from flask import Flask, request

6.app = Flask(__name__)

9. @app.route("/upload_jwt_public_key", methods=["POST"])
10 .def upload_jwt_public_key():

11. # Add the public key to the json file

12. request_dict = request.get_json()

13. if not request_dict:

14. return "bad request”, 400

16. clientid = request_dict.get("clientid")

17. public_key = request_dict.get("publicKey")

18. upload_public_key_to_json(clientid, public_key)
19. return "", 201

C)D EMQX CLOUD £Y Google Cloud
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22
23

24 .
25.
20.
2°7 .

29.
30.
31.
32.
33.
34.

37

38.
39.
40.
41 .
42 .

.@app.route("/jwt_auth", methods=["POST"])
.def jwt_auth():
# Decode the jwt token and return the result
request_dict = request.get_json()
if not request_dict:

return "bad request”, 400

clientid = request_dict.get("clientid")

password = request_dict.get("password")
decoded_jwt = decode_jwt_token(clientid, password)
code = 200 if decoded_jwt else 401

message = "ok" if decoded_jwt else "auth failed"
return message, code

.def decode_jwt_token(clientid, jwt_token) —> dict:

# 1. EMQX pass the clientid and password (jwt token) to the jwt server

# 2. Get the public key from the json file or redis

# 3. Decode the jwt token with the public key

# 4. If the jwt token is valid, jwt server will return the 200 code to EMQX
# 5. If the jwt token is invalid, jwt server will return the 401 code to EMQX

C)D EMQX CLOUD
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44

45.
46.
477 .
48.
49 .
50.
51.
52.
53.
54 .

o577

58.
59.
60 .
ol.
62 .
63.

.# Load the public key

if not public_key:
return {}

#t Decode the JWT token
try:

except Exception as e:
print(e)
decoded_jwt = {}

return decoded_jwt

.def upload_public_key_to_json(clientid, public_key):
# Add the public key to the json file or redis?

with open("./jwt_public_key.json
clientid_key_dict = json.load(f)

with open("./jwt_public_key.json
json.dump(clientid_key_dict, f)

>

b

public_key = read_public_key_from_json(clientid)

decoded_jwt = jwt.decode(jwt_token, public_key, algorithms=["RS256"])

r') as f:

clientid_key_dict[clientid] = public_key

w") as f:

C)D EMQX CLOUD
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66 .def read_public_key_from_json(clientid) —> str:
67. # Get the public key from the json file or redis?

68. with open("./jwt_public_key.json", "r") as f:
69. clientid_key_dict = json.load(f)

71. return clientid_key_dict.get(clientid)

74 .if _name__ =="_main__";
75. app.run(host="0.0.0.0", port=5005, debug=True)
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(3 Enable the HTTP custom authentication module in your EMQX Cloud deployment.
Go to the Authentication — Custom Authentication. From there, click "Configure
authentication" on the starting page to create a new authentication. On the form, fill in
the required parameters, such as the authentication request address (which is the
address of your JWT authentication server) and the authentication request parameters
(which should include the ClientlD and Password (JWT)). If there are no special
requirements, you can leave the remaining parameters at their default values. You can

refer to the following example configuration page for guidance:

4) After configuring the HTTP custom authentication module and starting it, when a
client initiates a connection, EMQX passes the ClientlD and JWT carried in the
CONNECT packet to the JWT authentication server. The JWT authentication server
obtains the public key from the previously prepared public key authentication source
(JSON file or Redis) based on the ClientlD and then uses the public key to decrypt and
verify the JWT. If the JWT authentication server verifies that the JWT is valid, it returns
200 to EMQX, and EMQX allows the client's connection. If the verification fails
(possibly due to incorrect clientlD or JWT), the JWT authentication server returns 401

to EMQX, and EMQX rejects the connection.

Overview

Authentication & ACL  +

Authentication

AAAAAAAAAAAAAA

Data Integrations

Monitor

MMMMMM

AAAAAA

Shadow Service

Client Connections Guide

HTTP AUTH/ACL

Learn More —

application/json

C)) EMQX CLOUD
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2.3 Migration to EMQX Cloud with Unified key for All Clients
If all clients can use a common key for JWT authentication, the migration process can be more streamlined. Users can enable EMQX's JWT authentication

module and configure the public key used to decrypt the JWT to implement JWT authentication. The specific steps are as follows:

@ @ €)

Select "Authentication & ACL" —> "External Choose "password" in the "From" field and If the setting is successful, the following pop-
Auth & ACL" on the EMQX console's left upload the pre—generated public key in the up window will appear.
sidebar, then select "JWT Auth”. "Pubkey" field. Set other fields to their

default values.

A AcL EtemalAuth & ACL Authentication & ACL . JWT AUTH T, External Auth & ACL
Authentication Use a custom service for authentication & ACL, EMQX Cloud will forward the parameters to the target service via request. Professional plan AUTH & ACL Request URL require Authentication Carry JWT as authentication i""?""ﬂ“oﬂ via Username or Password. Professional plan AUTH & ACL Request URL require internal network address and Learn More - Authentication Use a custom service for authentication & ACL, EMQX Cloud will forward the parameters to the target service via raquest. Professional plan AUTH & ACL Request URL require
internal network address and create a VPC peering connection first, create a VPC peering connection first. internal network address and create a VPC peering connection first.
ACL
External Aul A xternal Auth & ACL
Not Created password Created
Data Integrations

Intagrations
Manitor Monitor T T AuTH
PostgreSQL AUTH/ACL m HTTP AUTH/ACL MySQL AUTH/ACL rsa_pub.pem C "

Metrics

- Metrics A
oS Use PostgreSQL as the data source for Use custom HTTP services for authentication and Use MySQL as the data source for authentication Verify Claims Ehlin ns;\mhmtlmhm glomneias

authentication and ACL. ACL checks. and ACL Logs o S baceeon

Logs false N
View Detalls
Alerts C ;
Online Test onl "
. - -, -, 1  em .y (ChentComedtnGuide Client Connections Guide Not Created

Client Connections Gui de JWT AUTH Redis AUTH/ACL

Carry JWT as authentication information Ja Use Redis as the data source for authentication ACL Ciaim Name PostgreSQL AUTH/ACL 0 HTTP AUTH/ACL MySQL AUTH/ACL

Username or Password. and ACL _

acl
+ Conf + Use PostgreSQL as the data source for Use custom HTTP services for authentication and Use MySQL as the data source for authentication
s CEnTC authentication and ACL. ACL checks. and ACL.

Corce + Contgue " Conrs
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Then use the MQTT X client tool to test the connection authentication:

(D Fill in the connection address and port of EMQX Cloud, as well as the ClientID (optional).

2 In the Password field, input the encoded JWT.

(3 Set other fields to their default values and click "Connect." MQTT X should be in the send/receive state.

4 You can now subscribe to a topic and receive messages without having to register the topic separately, as required in GCP loT Core.

® To view the connected clients, go to the EMQX Cloud Monitor page.

In summary, the EMQX Cloud JWT authentication function can verify device connections using the same pubkey, allowing you to migrate devices easily

without having to reset passwords.
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3. Implement secure MQTT TLS/SSL Authentication

In GCP loT Core, client connections use 1-way TLS/SSL, and TLS
connections are made through the domain name mqtt.googleapis.com
or mqgtt.2030.Itsapis.google, using port 8883 or 443. To ensure data
security and privacy at the transport layer, EMQX Cloud allows
devices to connect to customer—defined TLS/SSL through TLS/SSL
ports. The Professional Edition offers 1-way or 2—way TLS/SSL
configurations, allowing users to custom certificates. For details

please refer to the table shown below:

Certification Support Server Certificate Private key Client CA
Mode self-signed certificate chain certificate
certificate
1-
way Yes required required required not required

Authentication

2—-way

Authentication ves required required required required

To configure TLS/SSL in the EMQX Cloud console, first log in to the

console and navigate to the overview page. Click on the "+TLS/SSL

Config" button to configure the certificate. You can either upload the

file directly or enter the certificate content in the pop—-up window.

demo / deployment-jcOcdbce

Overview

deployment-jcOc4bce
Authentication & ACL

Data Integrations Instance status ° Running Connections

Monitor Running time: 01D, 04H, 24M 2/1000

Metrics

Logs
eployment Name deployment-jac4bce f-D z

Alerts

Pub&Sub TPS

0/1000

1,000 CONN / 1,000 TPS | Hourly billing Switch to annual prepaid

Online Test Connect Address 34.138.185.154 Y

Client Connections Guide Connect Ports 1883(mqtt), 8083(ws)

TLS/SSL Config @

VPC Peering Connection

REST APl @

-+ TLS/SSL Config

-+ VPC Peering Connection

C)) EMQX CLOUD

® Stop [ Delete

Free Traffic(GB)

0.03/100
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You will need to fill in the following information:

Authentication type: You have the option to select either 1-way authentication, which involves
solely authenticating the server's certificate on the client side, or 2—way authentication, which
necessitates both the client and the server to authenticate each other's certificates.
Certificate body: Upload the server—side certificate in the appropriate format.

Certificate chain: If a third party issued the certificate, you may need to provide the certificate
chain.

Certificate private key: Upload the server—side private key in the appropriate format.

Client CA certificate: This is required for 2—way authentication.

TLS/SSL Config | TLS/SSL Guidelines

* TLS/SSL type

two-way

* Certificate body

KfUvb49/LtNZU2Xr8zBJ2VYfuZ7TQu4XkiwzDRtntVN2khLxRfKuMpWnJeANxsS2
wJE+vQLSGOcIaKHOW/D/P9F4dDKUv+6HeaybwQzboMhLAEcKKhGO+dm87ZNCCgUr
NpHQ3v6s+/2cs8j0ShxnPVOnK4ND4UBHVbakBUwyopMHhaE=

PEM-encoded See the example

Certificate chain

sm7r2ZUKpDfrhUnVzX2nSM15XSj48rVBBAnGIWKLP1ij LACd3sWFMVUiKRz1C5PZy
el21731/W4d99KFLSYgoy5GDmARpwLc//fXfkr4@nMY8ibCmxCsjXQTe@fJbtrrLL
yWQ1k9VDV296EI/kQOINLVEKI54P

PEM-encoded See the example

* Certificate private key

—-———BEGIN RSA PRIVATE KEY-———-—

MIIEpAIBAAKCAQEAtwNgiHTmPF4FHN73MX2JpBgmx/mDsiN7WpDz5DYSEFjJp5/R
rob+14TyKwqZGbf7+ugtkbo9MN373v]racX18eyTSBu9f62gfwPReUhWZ4KndnBV
w92ZPV1fUuB4FtmYLg6YPS/ZUKjGLA3NQQE6]j/fgEgg3XDipIjizIWE4JRYsd1lh6

PEM-encoded See the example

* Client CA certificate

MIIDADCCAegCCQCE0e@v76bRTDANBgkghkiGOwOBAQsFADBCMQswWCQYDVQQGEWID
TjEiMCAGA1UECgWZRUIRIFR1Y2hub2xvZ21lcyBDby4sIEx0ZDEPMAOGAIUEAWWG
RUIRIENBMB4XDTIyMTAyNjASMTQyOFoXDTIzMTAyNjASMTQyOFowQjELMAKGALUE

-~ sas . P i .

PEM-encoded See the example
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After confirming the TLS/SSL configuration, check if the status is running. If it is, then the configuration is successful. To test and verify MQTT TLS/SSL
connections, use the MQTT X client tool by following these steps:

(D Create a new connection by providing a name. The client ID is randomly generated.

@ Fill in the host information with the connection address and port. For SSL connection, select mqtts:// and port 8883, for WebSocket with SSL, select
wss:// and port 8084.

@ Input the authentication information you previously created, including the username and password.

4 Select "true" for SSL/TLS.

® Select a certificate. For third—party authentication certificates, no CA certificate is required. For self-signed certificates, a server—side CA certificate is
required. For 2—way authentication, a client certificate and private key are necessary.

©® Turn on strict mode.

(D Click on the "Connect" button.

C)D EMQX CLOUD £Y Google Cloud
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Step 3: Integrating with GCP Pub/Sub and Third-Party Data Services

After completing the deployment and client connection steps, you can integrate with GCP Pub/Sub through EMQX's data integration capabilities. You can

also integrate with other data storage and analysis services deployed on GCP through VPC peering connections.

1. Bridging Data to GCP Pub/Sub

This section describes how to use EMQX Cloud's data integration capabilities to bridge data to the GCP Pub/Sub and transfer data to other data analysis
applications or database systems. We will simulate sending temperature and humidity data to EMQX Cloud and then use data integration to bridge them
to GCP Pub/Sub.

(Note: GCP Professional deployment uses a private network by default, so no additional network configuration is needed.)

C)) EMQX CLOUD 3 Google Cloud
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1.1 Introduction to GCP Pub/Sub

GCP Pub/Sub is an asynchronous and scalable message transport service that effectively decouples message generators from processors. It allows for
communication between services asynchronously with a delay of roughly 100 milliseconds. Pub/Sub is widely used for stream analysis and data integration
pipelines for acquiring and distributing data. It can be utilized as message—oriented middleware for service integration and as a queue for parallelizing
tasks. With Pub/Sub, you can create systems that have event producers and consumers, also known as publishers and subscribers. Publishers broadcast
events and communicate asynchronously with subscribers without the need for synchronous remote procedure calls (RPCs). Publishers send events to
Pub/Sub without worrying about how or when these events will be processed. Pub/Sub then delivers the events to all services that respond to them. In a
system that uses RPC communication, publishers have to wait for subscribers to receive data. Asynchronous integration in Pub/Sub enhances the
flexibility of the entire system. To get started quickly with Pub/Sub, you can refer to the Quickstart using Google Cloud console. For more information,

please see Building a Pub/Sub messaging system.

C)D EMQX CLOUD £Y Google Cloud
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1.2 Creating a GCP Pub/Sub Deployment
(D Refer to step 1 to create an EMQX Cloud deployment on GCP. Create a '[OpIC

(2 Create a GCP Pub/Sub instance (if you are using GCP Pub/Sub for

A topic forwards messages from publishers to subscribers.

the first time, please refer to the documentation).

Topic ID *
(3 Create a GCP Pub/Sub topic. I my-topic (2 I

Navigate to the GCP Pub/Sub console and click "Create Topic". Input O AL ROy EiS/ S MR EIONE=pUDSIID FOPIESAT apic

"my—topic" as the Topic ID to create a new topic. Add a default subscription @

Use a schema @

Set message retention duration (not free) @

Encryption

(® Google-managed encryption key
No configuration required

O Customer-managed encryption key (CMEK)
Manage via Google Cloud Key Management Service

CANCEL CREATE TOPIC

C)D EMQX CLOUD £Y Google Cloud
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Click on the Topic ID to view specific information about the topic.

= Google Cloud $e EMQX Cloud pubsub w Q Search Products, resources, docs (/)

C  SHOW INFO PANEL

? . —_
+®< Pub/Sub <  my-topic /' EDIT + TRIGGER CLOUD FUNCTION & IMPORT ~ W DELETE
o
Pub/Sub A
(i ) Export options have moved to the Create subscription dropdown menu under the Subscriptions tab below. GOTIT
B  Topics

= Subscriptions Topic name projects/equcloud-pubsub/topi#s/my—topic 'Tj

Snapshots

<>} Schemas SUBSCRIPTIONS SNAPSHOTS MESSAGES METRICS DETAILS

Pub/Sub Lite A Only subscriptions attached to this topic are displayed. A subscription captures the stream of messages published to a given topic. You can also stream messages to BigQuery or Cloud Storage by creating a subscription from a Cloud Dataflow job. Learn more

_ . ) L1
Lite Reservations CREATE SUBSCRIPTION & EXPORT

B  Lite Topics = Filter Filter subscriptions

Lite Subscriptions Subscription ID 4 Subscription name Project

my-sub projects/emqx-cloud-pubsub/subscriptions/my-sub emqx-cloud-pubsub

Click on "Subscriptions” to view details about the subscribed topic and the result of message forwarding.

Q Search Products, resources, docs (/)

= Google Cloud g EMQX Cloud pubsub v

C  SHOW INFO PANEL

? .. —
+®< Pub/Sub Subscriptions CREATE SUBSCRIPTION @ DELETE
L J
LIST METRICS
Pub/Sub ~
= Filter Filter subscriptions
EH  Topics P (7] m
|:] State Subscription ID 4 Delivery type Topic name Ack deadline Retention Message ordering Exactly once delivery Expiration
i=  Subscriptions
D (V] my-sub Pull projects/emqgx-cloud-pubsub/topicsgmy-topic 10 seconds 7 days Disabled Disabled 31 days E
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Overview

1.3 Configuring Data Bridging

Authentication & ACL ¥ Data Integrations

. Data Integrations View Created Rules
(1) Create a GCP Pub/Sub resource in EMQX Cloud.

Metrics

@ GO 'to ‘the Data |n'|:eg ratlons page Of EMQX ClOUd a nd Cl le On » Data can be forwarded from the device side to a messaging and streaming platform, and EMQX Cloud supports majority of these products.

. T 1" SHE ::If:a_) ﬁ ::::a; E RabbitMQ A@_ RocketMQ
the item "GCP Pub/Sub". 8

Client Connections Guide

Input the Service Account JSON and other specific information, g o S o i

help — help — ] help — help —

| Data Forward

then click on "Test." If the test fails, please check the status of the

| Data Persistence

Saving data from the device to the database, and support various types of databases, including Sql databases, NoSql databases and Time Series databases.

GCP Pub/Sub service. (*To obtain the Service Account JSON, go to

MySQL Redis Single Mode Redis Cluster Mode Redis Sentinel Mode

m help = g help = g help = g help =
the GCP console, select the corresponding project, navigate to |AM
& Admin, select "Service Accounts," select the email associated ’ - | B o - ®

with the account, click on "Keys," and generate an authentication

\.J SO N | | |e . ) n deployment-i0011035 / Data Integrations / New Resource

Overview

(3 Once the test has passed, click on the "New" button, and you will S

New Resource

receive a prompt message saying "Resource created successfully.”

1. This URL only supports a private subnet by default.

2. Learn more about Create a VPC Peering Connection for a
private subnet.

3. Learn more about How to Use a Public URL here.

8 : 100

emgx-cloud-pubsub-21dbb8368683.json O

e=n - | -
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4 Create a rule.

Input the following SQL statement into the SQL input box. The
reporting data time (up timestamp), Client ID, and message payload
will be extracted from the temp hum/emax topic in the SQL rule.
The device's environmental temperature and humidity data can then

be read from the message payload.

1.SELECT timestamp as up_timestamp,
3. clientid as client_id,

5 .payload.temp as temp,

7 .payload.hum as hum

9.FROM

11."temp_hum/emagx"

< Back
New Rule
@ 1. New Rule 2. New Action
* SQL
1  SELECT
2  timestamp as up_timestamp,
3 clientid as client_id,
4  payload.temp as temp,
5 payload.hum as hum
6  FROM
7  "temp_hum/emqgx"
8

Note

SQL Test: ® ©

* clientid

c_emqgx

* payload

1 |

2 [Eremps:ii3BT5R,
3 "hum": "43.6"

4 }

3. Add Action

O JSON

Plaintext

C)) EMQX CLOUD

Available Event Keywords

event id clientid username payload
peerhost topic qos flags
publish_received_at pub_props timestamp

node

SQL Example

SELECT payload.msg as msg FROM "t/#"
WHERE msg = 'hello’

3 Google Cloud
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You can enable "SQL Test" below the SQL input box to input specific messages and click "SQL "’fy'“:
Test" button to view the result. ;; :}:EE:'?: e
It configured correctly, the "Result" output box will show the complete JSON data as follows.
B Add an action to the rule. it
Click on "Next" to set up an action to forward data to GCP Pub/Sub for the SQL rule you just q1
created. o
To demonstrate how to forward device-reported data to GCP Pub/Sub, we will use the following + emox
GCP Pub/Sub topic and message template.
1 A
“client_id": "c_emqgx",
"hum": "43.6",
"temp": pc L

SO U s WN

"up_timestamp": 1669091142646

1.# GCP Pub/Sub message template
2 .{"up_timestamp": ${up_timestamp}, "client_id": ${client_id}, "temp": ${temp}, "hum": ${hum}}

=]
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® After successfully binding the action to the rule, you can click on "View Details" to view the SQL rule and corresponding action.

< Back

New Rule
@ 1. New Rule @ 2. New Action 3. Add Action

* Resources

resource:cfd8122e Other Resources

Multiple actions can be added to the same
resource and associated actions can be added

* Action Type .
after a hit fails.

* GCP PubSub Topic Sync or async send

my-topic sync

Call timeout @

5s

Payload template @

{"up_timestamp": ${up_timestamp}, "client_id": ${client_id}, "temp": ${temp}, "hum": ${hum}}

o

Maximum batch size @ Max Batch Interval @

100 V 10ms

Previous ’ Confirm

rule:e5386b70 Edit
Metrics &

Hits Current speed Last 5 minutes speed

O matched 0 matched / second 0 matched [ second

Basic Information

Topic: temp_hum/emagx

Note:

Select field: timestamp as up_timestamp, clientid as client_id, payload.temp as temp, payload.hum as hum
Conditions:

Rule SQL.:

timestamp up_timestamp,
clientid client_id,

payload.temp as temp,
payload.hum as hum

F )
FR

"temp_hum/emgx"

Response Action

Message processing for rule data

Action Type Data to GCP Pubsub Success 0 Failed O
Data to GCP Pubsub

Resource ID resource:cfd8122e  Maximum batch size 100  Sync or async send sync  Max Batch Interval 10ms
Payload template {"up_timestamp": ${up_timestamp}, "client_id": ${client_id}, "temp": ${temp}, "hum": ${hum}}  GCP PubSub Topic my-topic  Call timeout 5s

()) EMQX CLOUD D Google Cloud
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(@ You can access all created rules through Data Integrations —> View Created Rules. To

view detailed information about a specific rule, simply click "Monitor."

1.4 Validating Data Bridging

(D Use the MQTT client tool to simulate reporting data.

Click the "Add connection" button and input the EMQX Cloud connection information to
connect to your deployment. Replace broker.emqgx.io with the connection address of your
deployment and add client authentication information to the EMQX Cloud console. Once

connected, input the topic name and payload to publish the message.

® gcp-pubsub@I2700...

gcp-pubsub 2 €

{
“temp": "24.5",

Topic: temp_hum/emgx QoS: 0
“hum": “32.6"

C)D EMQX CLOUD
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rule:e5386b70

nnnnnnn d 0 matched
Current speed : 0 matched [ second
imum speed: 0 matched [ second

Last 5 minutes speed: 0 matched [ second

Action metrics

Data to GCP Pubsub

Topic: temp_hum/emgx QoS: 0
{

“temp": "24.5",
“hum": "32.6"
}

D Google Cloud
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3 Go back to the GCP Pub/Sub console, go to the "Subscriptions"
page, select "MESSAGES" and GCP Pub/Sub will retrieve and display

(@ To ensure proper data forwarding, verify the "Success" count in the
rule monitor. If the count has increased correctly, it confirms that

EMQX Cloud has successfully bridged and forwarded data as per the the results.

defined rule.

! N -
rule:e5386b70 X ::; Pub/Sub & my-sub / EDIT [ CREATESNAPSHOT (O REPLAY MESSAGES (O PURGE MESSAGES M DETACH @ DELETE SHOW INFO PANEL
Pub/Sub ~ Subscription name projects/emgqx-cloud-pubsub/subscriptions/my-sub I
Metrics B Topics Subscription state @ active
Topic name rojects/emqx-cloud-pubsub/toj |<‘.Jm 0| 1:1 a]
matched: 2 matched et 2 ey
Subscriptions
Current speed: 0.10 matched / second
Snapshots
Maximum speed: 0.10 matched / second METRICS DETAILS
B  Schemas
Last 5 minutes speed:  0.01 matched / second )
Pub/Sub Lite = Click Pull to view and ly delay ge delivery to other subscribers, Select Enable ACK messages and then click ACK next to the message to permanently prevent message delivery to other subscribers.
) ) &  LiteReservations A Some or coll were d due to size. To pull the full message, see this documentation for an alternative approach.
Action metrics
B Lite Topics
Data to GCP Pubsub
iIZ  Lite Subscriptions [ Enable ack messages
[ Success: 2 ]
= Filter Filter messages (2] m
Failed: 0
Publish time Attribute keys Message body Body JSON keys Ordering key body.clientid body.even Ack
Nov 22,2022, 11:16:39 AM - {"username”"emqx""topic™:"t/a", timestamp” 166%086998818,'qos".0"publish_received_at username - mqttx_03c25b03 message Deadline exceeded v
Nov 22,2022, 11:16:39 AM - {"username”"emqx""topic™:"t/a", timestamp” 166%086999549,'qos".0"publish_received_at username mqttx_03c25b03 message Deadline exceeded v
Nov 22,2022, 12:28:58 PM = {"up_timestamp": 1669091338009, “client_id": mqttx_03c25b03, “temp": 23.5, *hum"" - - - Deadline exceeded v
Nov 22,2022, 12:29:08 PM - {"up_timestamp": 1669091348360, “client_id": mqttx_03c25b03, “temp": 35.5, *hum"" - - - Deadline exceeded v
Nov 22,2022, 12:29:09 PM - {"up_timestamp": 1669091348889, “client_id": mqttx_03c25b03, “temp": 35.5, "hum"" - - - Deadline exceeded v
Nov 22,2022, 12:29:09 PM - {"up_timestamp": 1669091349125, “client_id" mqttx_03c25b03, “temp": 35.5, *hum" - - - Deadline exceeded v
Nov 22,2022, 12:2912 PM - {"up_timestamp": 1669091352760, “client_id" mqttx_03c25b03, “temp": 35.5, *hum" = - - Deadline exceeded v
Nov 22,2022, 12:29:21 PM = {"up_timestamp": 1669091361226, "client_id" mqttx_03¢25b03, “temp": 45.5, *hum’ = - - Deadline exceeded v
Nov 22,2022, 12:29:27 PM - {"up_timestamp": 1669091367704, “client_id" mqttx_03c25b03, “temp": 53.5, *hum’ - - - Deadline exceeded v
Nov 22,2022, 12:30:46 PM - {"up_timestamp": 1669091446697, “client_id" mqttx_03c25b03, “temp*: 11.5, *hum’ - - - Deadline exceeded v
Nov 22,2022, 12:30:51 PM = {"up_timestamp": 1669091451390, “client_id" mqttx_03c25b03, “temp": 33.5, *hum" = - - Deadline exceeded v
Nov 22,2022, 12:30:54 PM - {"up_timestamp": 1669091454769, “client_id" mqttx_03c25b03, “temp": 24.5, *hum" - - - Deadline exceeded v
& Release Notes Nov 22,2022, 12:30:58 PM o {"up_timestamp": 1669091458045, “client_id" mqttx_03c25b03, “temp": 24.5, *hum" - - - Deadline exceeded v
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2. VPC Peering Connection

: : : : : . VPC Peering Connection | VPC Guidelines X
In some production scenarios, it may be necessary to establish VPC peering connections to J

connect the VPC where the EMQX Cloud deployment is located with the user's VPC. This is

Region of deployment: us-east1 (South Carolina)
done to integrate device data uploaded to EMQX with services and applications deployed in VPC Network Name of deployment: k g
CIDR of deployment: 104 B )24

Project ID of EMQX Cloud: emq | HE

EMQX Cloud does not accept CIDR in the range of
10.11.1.0/24 ~ 10.64.255.0/24

the user's VPC. The following steps demonstrate how to establish VPC peering connections.

After logging in to the EMQX Cloud console, navigate to the deployment overview and click
* Project ID
on "+ VPC Peering Connection." Fill in the required information and remember the relevant
details for later use.
*VPC Network Name

VPC Network Name of deployment
Project ID of EMQX Cloud cancel

CIDR of deployment

C)D EMQX CLOUD £Y Google Cloud
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The "Project ID" and "VPC network name" can be found in the "VPC network
peering" section of the GCP console.

To create the peering connection in GCP console:

D Go to the "VPC network peering" section of the GCP console.

(@ Click "Create peering connection" and then click "Continue."

@ Input a name for the peering connection in the "Name" field.

@ In the "Your VPC Network" field, input the name of your GCP VPC network.
® In the "Peered VPC network" field, select "In another project."

® In the "Project ID" field, input the EMQX Cloud Project ID (which can be
found in the EMQX Cloud's "VPC peering view").

@ In the "VPC network name" field, input the EMQX Cloud VPC network name
(which can be found in the EMQX Cloud's "VPC peering view").

Click "CREATE."

Provide the required information on "VPC network peering" in GCP

to the EMQX Cloud VPC configuration panel.

n VPC network

(i

@ X @ 4

:: VPC network

&  VPC networks

(]

IP addresses

VPC networks

External IP addresses

Bring your own IP

Firewall

Routes

VPC network peering

Shared VPC

Serverless VPC access

Packet mirroring

0O reme 4

D peeringnetwork

§  Bring your own IP

VPC network peering

&  Create peering connection

= Filer  Enter property name or value

Your VPC network

Your VPC network will be fully connected to the peered VPC network (full
mesh topology). Routes to subnets in the peered VPC network will be
automatically created.

Name * 0

Lowercase letters, numbers, hyphens allowed
Your VPC network * v (2]

Peered VPC network
(O In project emg-x-cloud

(® In another project

Project ID *

VPC network name *

Exchange custom routes @

You can choose to import or export static and dynamic routes over the VPC peering connection

[] import custom routes @
[] Export custom routes @

Exchange subnet routes with public IP @

You can choose to import or export subnet routes with public IP over the VPC peering
connection

[T] Import subnet routes with public IP @
Export subnet routes with public IP @

E3 CREATE PEERING CONNECTION C REFRESH W DELETE

Peerad VPC network Poered project ID Status Exchange custom routes Exchange subnet outes with public IP

k2 v ey - A nactive N
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- Project ID: GCP Project ID of your peering VPC
« VPC Network Name: Your VPC network

VPC Peering Connection | VPC Guidelines

Region of deployment: us-east1 (South Carolina)
VPC Network Name of deployment: k24 Il
CIDR of deployment: 10." g

Project ID of EMQX Cloud: emq-.H HH

EMQX Cloud does not accept CIDR in the range of
10.11.1.0/24 ~ 10.64.255.0/24

* Project ID

*VPC Network Name

Once all configurations have been correctly established and initiated, the peering

connection status on GCP will indicate "Active."

VPC network peering CREATE PEERING CONNECTION C REFRESH W DELETE

= Filter Enter property name or value

D Name P Your VPC network Peered VPC network Peered project ID Status Exchange custom routes Exchange subnet routes with public IP
O - e = v - - I B = | "= =

D peerng-network default e »m emq@ W @ Active None Export subnet routes with public IP

The VPC peering status on the EMQX Cloud will be displayed as "Running."

VPC Peering Connection @

Project ID VPC Network Name Status Actions

ent ] default Running ©® I

C)D EMQX CLOUD £Y Google Cloud
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Next, create a firewall rule to allow EMQX Cloud deployment to access the GCP network:
(D Click on "Firewall" and then "CREATE FIREWALL RULE."
@ In the "Network" field, select your GCP network.

@ In the "Targets" field, select all instances in the network or make selections based on your specific needs.
@ In the "Source IP ranges" field, input the CIDR of the EMQX Cloud VPC you previously recorded.

® Choose the appropriate protocols and ports.

kldgq 28 Ingress Apply to all IP ranges: 10.22, .0/24 all Allow 1000 default Off

3. Integrating Data Through EMQX Cloud

EMQX Cloud provides rich data integration capabilities, enabling users to connect to third—party data storage and processing services deployed in their

VPCs via VPC peering. In the following scenario, we demonstrate how to integrate EMQX Cloud with Redis, a data storage service deployed in the user's

VPC.

Firstly, we create a VM instance in the GCP console and install Redis using Docker as our data storage.

C)D EMQX CLOUD £Y Google Cloud
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3.1 Installing Redis

The following command is run to launch a Redis container:

1 .docker run —itd ——name redis —p 6379:6379 redis:latest Ot

2 .docker exec —it redis redis—cli

After Redis is ready, the next step is to configure the data integration with EMQX Cloud. -

Alerts

Online Test

Client Connections Guide

3.2 Save data to Redis

Go to EMQX Cloud Data Integrations and select item "Redis Single Mode.”

(D Create a Redis Single Mode Resource

Configure the Redis server information, including its IP address and port. Click the "Test"
button to verify the resource's availability, then click "New" to create the resource. If the
resource initialization fails, check your VPC peering connection and firewall configurations.

Additional information can be found on the log details page.

Data Integrations

=

®

View Created Rules

RocketMQ

Redis Sentinel Mode

help =

PostgreSQL

help —

| Data Forward
Data can be forwarded from the device side to a messaging and streaming platform, and EMQX Cloud supports majority of these products
Kafka Pulsar
% o By Raviva
help = help =
EMQX Bridge MQTT Bridge Republish
S ol B
help — help = help =
| Data Persistence
Saving data from the device to the database, and support various types of databases, including Sql databases, NoSql databases and Time Series databases
MySQL <S> Redis Single Mode <S> Redis Cluster Mode
m ~> ~
help = help = help =
MongoDB Single MongoDB Replica Set MongoDB Sharded
Mode . Mode . Mode
help —» help = help -
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(2 Add a Rule to the Rule Engine

Once the resource is ready, click "New" to enter the rule creation page to add a new rule. The rule

is triggered when a client sends a temperature and humidity message to the temp_hum/emagx topic.

For example:

1 .SELECT timestamp div 1000 as up_timestamp, clientid as client_id, payload as temp_ FROM
2. "temp_hum/emagx"

(3 Create an “Action.”
After configuring the rule, click "Next" to configure and create an “Action.” The objective is to read

the up_timestamp, client ID, temperature, and humidity from the topic and save them to Redis.

1 .HMSET ${client_id} ${up_timestamp} ${temp_hum}

Click "Confirm" to complete the rule configuration. You can use the MQTT X tool to connect and verify

the data transfer.

ac
New Rule

@ 1. New Rule 2. New Action

1  SELECT

2 timestamp div 100¢ as up_timestamp,
3 clientid as client_id,

4 payload as temp_hum

5  FROM

6 ""temp_hum/emgx"

7

SQL Test: ® ©
clientid

c_emgx

* payload

{
“temp": "23.4",
"hum*: *43.6"

}

s W N =

New Rule
@ 1. New Rule © 2. New Action

* Resources

rrrrrr ce.f436932d
* Action Type

Data Persistence - Data to Redis

* Redis CMD G

HMSET ${client_id} ${up_timestamp} ${temp_hum}

C)) EMQX CLOUD

3. Add Action

Available Event Keywords

event id clientid username payload
peerhost topic gos flags
publish_received_at  pub_props timestamp
node

SQL Example

SELECT payload.msg as msg FROM "t/#"
WHERE msg = 'hello’

3. Add Action

Other Resources
Multiple actions can be added to the same

resource and associated actions can be added
after a hit fails.

3 Google Cloud
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Summary

This handbook provides a comprehensive guide for EMQX Cloud cluster deployment, device access, authentication, data integration and bridging. These
steps ensure a seamless migration from the GCP loT Core service to the EMQX Cloud service with minimal modifications to devices. By implementing
these steps, it guarantees access and collection of application data and facilitates a smooth service migration process. If you need additional assistance,

please reach out to us at Contact Us .

C)D EMQX CLOUD £Y Google Cloud
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EMQ Technologies Inc.

The World’s Leading Provider of Open Source loT Data Infrastructure

P/ I\

222 WWW.eMQxX.com W4 Email , Twitter & YouTube
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