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MQTT AIJZFM

F

EEMBEMZANBELANRR, BRUSNIRFENEERTE—RE, MlTERNMENESRE. £X
TERER, BEMIIMEEEXEENAE, BEMNRFEANREEENNETR . NIEEK, BEH
WARFEIRSIRMEER T EXIPEL . X3 THIERMD IR, DI xS bR R BN 1% @SR
MR,

onf

MQTT HXIERA T R XELpAMELIEN, 2IZFNRE, MQTT INEBHERE. B8R, AIEN
HELR, BEEEXE. MRZENNEEEFNR, ERNMEAMNIMINIEREITE, EFEEKM. T
MW, BEexE. BREREFIERIFEEEFR.

AEABFHF, HAEM MQTT MXEBEXEMELZANTF, BLARAN MQTT STUFERIERHITIFME
WHE, EEEFER MQTT IGETYEAM T amZ5 WEFRER—T2H. T FXNSEFMH.
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i} MQTT
MQTT tYiE
w

MQTT B—HETRM/ITHEINERERHESERIMN, T HIHEF BHTIRE N B RAIERR R A
migit, AXARDNIIEREKMIRERMUIN A RAERRS . MQTT X ZNATMEN. BohE
BXRD, EREREMF. FEEXM. BEWH. TREET. BA. AR5 EREFIE,

MQTT #MYXHE Andy Stanford-Clark (IBM) #1 Arlen Nipper (Arcom, ¥ Cirrus Link) F 1999 &

KT, B Nipper IN4AE, MQTT RFIEEMUTF/LR:

o MEHRFHXII

® F QoS (IREMEZIMEEZ)

o REHEFHE (ANBMETHRERS)

o HUERLX (FX Payload #iEHE)

o FIEMRERAEEN (NAMBIREREEL)

#& Arlen Nipper £ IBM Podcast ERIE®R, MQTT R&Z MQTT, I& MQ 5 TT ZENTHE, HE
FRA9: MQ Telemetry Transport, @A TERRHMthESS Conoco Phillips ASI—NEREBEIER
SIRAS (pipeline SCADA system) BIFF ZR)— DR EIRERHININ. ENENETILERRBE TR
BBRAY VSAT , 5 IBM B MQ Integrator i@f5. BT Nipper R ERMBUBREREZTWLS, AT
B AMREIET MQTT XTRE,

MQTT 5HEAfbMYILE

MQTT vs HTTP

® MQTT MEMRIUXA 2 NFT, tb HTTP GAEDIINEFHE.

® MQTT 5 HTTP #B&E(ER TCP i&Ei%, HTURE. A RMOMEEE,

e MQTT EFAMITHERE, HTTP EFEKINA, Eit MQTT XIFNILEE.
o MQTT HJLA#EEEE, B HTTP FEETHIAREEIEE.

e MQTT BHNREHN, EZ HTTP B2RIRER.
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https://www.ibm.com/podcasts/software/websphere/connectivity/piper_diaz_nipper_mq_tt_11182011.pdf
https://en.wikipedia.org/wiki/Very-small-aperture_terminal

MQTT AIJZF
e MQTT AMEEZEFREMAFIRE, HTTP LA BT,
MQTT vs XMPP

MQTT #hiXiitERRE. BHRE, BEBHEHW. MEBEMESSE, £EER PC BH XMPP

W

o MQTT RXAFNBFEHBES, XMPP EFEEN XML, RBRIMFAAEREE,

® MQTT EFAMITHEER, 8tk XMPP EF JID MaX s HBRRAEANRIE.

® MQTT ¥ JSON, ZHHEIERREREIRI ., XMPP KR XML EFHIRX, T#HEINI Basebd 47
R (SN

® MQTT BT QoS RIEERFIFEER, XMPP EMHNHRE XELMEI,

Aftt2a MQTT BiERTUEMNREDN?
& 10T Analytics BFTA%H (2022 FEFMHMR) HRBSEER, 5 2022 &, WHRHHMT
BB 18%, AT 144 ZIEBREN,

FAEAMRAMEANE R T, BENIRFEANREEENMETE . BEMNUR T ERSEAE T
KT ERIE, 53 THERRMSCREE, DA AR BN & @ER L TR : NERRE
mRMAAE. AFHNAEFEEN. LERENBIR,

MQTT HXIERAN T XA EEEmElE, RESFNRRFEEHRESH. AIRNHREE, BEER
X5, RENNEBEEFNRERAERRIT A EEDIN,
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e maqtt . ® coap & xmpp ® amgp

Search term : Search term Search term Search term +
Worldwide ¥ Past 5years ¥ All categories ¥ Web Search
Interest over time o<

MM”WWWV\/%wW

BEERY, TEFR

MQTT HiHNES SBNFINERERIVME, HEXSRNAFTELSR 2 75T, AIRESGTEFEZR
IRMEIME T, @, MQTT EFmRAFLAIER/NEHRR, EETESMHRRZRDEImRE L.
A RATHBREE

MQTT il T 3 MIERRSMREFR (Quality of Service) , RIET ERBRNINEZIME TEEES
HIRT SRS,

® QoS 0: HERZEE—IX,

MRS EFIHAAA, WEERZHER, RHEBRE—FHEZE, MABXOERREREEN
7, W RREEGERNG,

® QoS 1: HEEZBEED 1R,

BT RENERNSG, RHEREERZEFHEREERN ACK, IRZKE] ACK NEMHKIEHES.
MR ERIDEREDEEA—R, ELERILDEREE.

® QoS 2: HEXEIE—IX.

Rt TERNMESHRRMNG, RIDEREANSH AT EREA—IR,
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MQTT AIJZFM
2T QoS Z4h, MQTT FEMHTEFRSIE (Clean Session) ##, WFIRLiBEBEREEINFES, WE
BRHRETREENER IR, EEERMNZEXABFRSIE, WRNRSIESNEFPIRFEMEITRXRER
BHEHE, HEEFIRBR EEEEEAEF i,

BEEREST

MQTT HXMIREZRHEERE T ARG KVSEMENIRE, SaTHMBNRIT, T MQTT B9¥)
BEMNAMRSAIRIAAESH L. 8F7IL. SUT BEN.

EREBENYBENIRE, BT MQTT RS2EET. BRI, MQTT RB[FIGHRERRRZHZE
EMQX., &RIT&ME) EMQX 5.0 BE—1 23 PRNEHAMKT 112 MQTT EE+8% 100 THEH
It, XfEF EMQX 5.0 BN BRIANLEZRGEEYT BMN MQTT RS2,

RENNEEE

T & MITERN, MQTT AFEIRENSZERITREEREE, KMITHAEINARET: &HhE
SITHEATERIHERER, BIFERNEL, MEHRHEERSHENRAAEHEBNEBEND &K IIE.
ZEMRFABEMBEMNANERA, MQTT XFBT TLS/SSL MRTEMNN@BE, BT MQTT X

RHUNER,R ID. AP ZMEBRFRAISEIN BEN S HIIENIRN,

FELRSEA

AT NMETRENER, MQTT RBETOBMRE (Keep Alive) ., EEFIHS RS ETIE
BREMNERT, Keep Alive fRIFEZRAKETTT, HE—BEUFF, EFinn] BN RAAIENEE,

B, MQTT igit TiERE (Last Will) JHE, ILRRSHARMNEF HHFE FENERT, BHEFIHRT

—ZEREERIEEN MQTT £/,

5, 82 MQTT BRS52340 EMQX iRt T E TESMBMINGE, SEIRRSITE THREE-RE, B9
WEIRMBEF RN L TEEM4, XEFMTRIRRSA—LIEEF RN LTSS,
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https://www.emqx.com/zh/blog/mqtt-session
https://www.emqx.com/zh/mqtt/public-mqtt5-broker
https://www.emqx.com/zh/blog/emqx-v-5-0-released
https://www.emqx.com/zh/blog/how-emqx-5-0-achieves-100-million-mqtt-connections
https://www.emqx.com/zh/blog/mqtt-keep-alive
https://www.emqx.com/zh/blog/use-of-mqtt-will-message
https://www.emqx.com/zh/blog/advanced-features-of-mqtt-topics
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MQTT 5.0 5 3.1.1

£ MQTT 3.1.1 KfHA OASIS fmEMPIEE, MQTT 5.0 ERX &, XE—/XEARNESOHFFR,
THBENRNUNZEFH MM ERIITILER, BERNTIWRKHNEERTHM T TENES.

MQTT 5.0 7£ 3.1.1 hxAREM BB T SE/EREN . [REP. £@5l&. BFREM. HEITHFEMNR
BUMAMBENNARE RS, RETABEASIME. REMESAT BME. BAl, MQTT 5.0 ERALE
RSEMENEWAIEENIN, FOVZINFNRIZR MQTT T EEBRERIZIRAE,

WMREEEX MQTT 5.0 AT —LME, BTHREZ, EoMAEEE MQTT 5.0 RERIINE, %
RIXBBUABRZENARIAENE MQTT 5.0 WEE4FE,

MQTT BR3383

MQTT RRSH[ATERINEFInLENER, FEEFPIRKZNERERRI S I - EFSFHNE i, —
TRFAE MQTT RRSS=3PISFFEENE PinER LB HRIESEL, BEEM SiRER T E TS
HEEARECIZ—T IS MQTT NA,

EMQX 2—RRAIZHAMESHRMEEM MQTT RS, B 2013 F7E GitHub &HFRARAIA
¥, BRIEKTHECEBTH, BITERYBENXIZEET 1 128,

RHBAVIZZ A BE AT Docker <L RE EMQX 5.0 FRRM#HITIRIL,

1. docker run —d ——name emqgx —p 1883:1883 —p 8083:8083 —p 8084:8084 —p 8883:8883 —p
18083:18083 emagx/emaqx:latest

A EEE EMQX Cloud FRIE=2IEEN MQTT RS, %HEIXA EMQX Cloud, ZE4EEAE.

MQTT EF iR

MQTT MNAEEEEET MQTT BEFHEENRSIH MQTT &5, Bil, EXRMENRIZESEHERAN
R MQTT BFHE, 2EFSZ EMQ BB MQTT BEFEEASRE— NS ENE P ikEREE
HREBWSHERN MQTT EF %, thalEZAE EMQ M MQTT EFhRERIIEE, F3IU
fal#E Java. Python. PHP. Node.js ZRIZIESHER MQTT,
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https://www.emqx.com/zh/mqtt/mqtt5
https://www.emqx.io/zh
https://accounts-zh.emqx.com/signup?continue=https://cloud.emqx.com/console/deployments/0?oper=new
https://www.emqx.com/zh/mqtt-client-sdk
https://www.emqx.com/zh/blog/tag/mqtt-%E5%AE%A2%E6%88%B7%E7%AB%AF%E7%BC%96%E7%A8%8B

MQTT AIJZFM

MQTT MAFEEEAT MQTT MR TR, —RSAEMEEEAN MQTT Ml TR AFEEF L
EMETTRER, 1B REREAMN A,

MQTTX B—RFENEFEEEEF iR, CEHRESHARMEEEMN MQTT 5.0 IhEe. 5L, BT
£ macOS. Linux #1 Windows L, RS, EXRIRME T 1T RN EERA, HEARIZE TN MQTT
WER, BMEBAIEERRE MQTTX EM#TTEHILE : https://mattx.app/zh,
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https://mqttx.app/zh
https://mqttx.app/zh%E3%80%82
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MQTT R#H/iTHRERATE

T ARAR/ITHRER?
£7ITHER (Publish-Subscribe Pattern) R—FESERER, TRABEBNE T (85 5
BUCHBMEPE (THE) B, EERETRERTEE0R R T BRSNS NEE,

MQTT &% /ITEERNAEREETH— TR AKHE (Broker) MAEAEMTMAEEENEBEN S AT
8, RMhEBRTFEIANHEEREANE, 1THZEMNRETE EEERREAEBITE R,

£ MQTT &, EFEMITHETTERERNEMLIR, MUKEEREMNE—TEBEZEESZRINE,
MEEEZMIEE, MXRERERERGIMNITINE, WRMSAFFEEETNE, BLHBRKHE
#BER.

MQTT &f®/ITHEERNE 4 TEEHNRD: &fhE. 1THE. RENE—R.

o XAK%Hh&E (Publisher)

MERERRHAERL, RHhERREE—TERRENE, KHhEKMEENMITHEROITH
ERGEL.

e iJ}#E (Subscriber)

TREBBSTHETRBOES, BEAI—RITHEZMER, MQTT E5@IdHEZITHNGRESMT
2 2 [B) LT RO D it

e {{IHE (Broker)

AREKRERENER, FEERRAEREFMNITHAE, 35, REBELFEAFVIEEF KL
AOERR. WRFRERR. T8, BUEITRIZEK,

o FRE (Topic)

FHE MQTT #THERHBNEM, BXM URL BEZ, FAMI / #7228, bt
sensor/1/temperature, — N ERMA UGS MTHE, RERHZEA TREERRGREITHE: —1
FEOAIMEZNRTE, NBFHRRERIANINFER .
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https://www.emqx.com/zh/blog/introduction-to-mqtt5-protocol-shared-subscription
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MQTT EXZH51THE EREBBE A —RIT ST E—,

Subscribe
sensor/1/temperature Q
_ s > \uSlbssiber
Publish 21.9°C
@ sensor/1/temperature
Publisher prperes Siibiscilhs
sensor/1/temperature D
QP e ik Sibaeriber
21.9°C

MQTT Broker Cluster

MQTT &*6/1TIRIZRH

MQTT &%/iTHIPrHE B H

£ MQTT &f/iTHEERRHR, — T EFIREAINUERTE, BAINZITHE, rNRRAEEXHE 57,
HEFPmAT—FHERN, ESRAEINE, ARREREERBAIIZERNMEIINE. JAEPHT
H—1EBN, ERREINEERINZETNMEHER.

—AREE, RZSERM/ATHARGEZEIU TRMANTIEAREES.
o IRIFEM

TRHEBDETHESRABNER, ANELAMNAMBERRHSE2ECHER, REREER
AEBF MR ERE R R AIPLEITHE

o RIFHERAE

TREBEXERMXEERNFYE, RESHENEEIATHEITHEEXNFHN, HET K
RBFNZITHE,

MQTT hNEETEEHTHEEHN, EXTEMLE, EMQX M 3.1 RAEFREITET SQL RN
SIZRM THINEEATHITIRABNEEN . XTHNSIZNFRES, BEE EMAX X,
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https://www.emqx.io/docs/zh/v5.0/data-integration/rules.html
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MQTT 5 HTTP BRIk

HTTP EREMEEBENELN, HRRZAITEFIRKE, & OZNATE ML, MBS, HTTP
A AR FEEEARIRE T Web ARSS2S, SLINREAITFEEITFIZE,

SAEREE. FERERE, EBRETERWAN HTTP EYBMSUENE BB —ENERE. &%,
MNEE HTTP RXERS MQTT FELRBEZNRETH; 2R, HTTP B—MILREMIN, XEIR
ERSH|EBIBBERN AR IEREFIRIVATS, BOEIMNERSEMARRE: &E, BRMUER
SEBEIRIE B RENBURER, ™ MQTT @I iT BN e 3REN A BUR B .

RWITFEIAAREE YL, B MQTT HR T —LEER. BT RAHEHAMRITHBORS, BALtER
MEBLESMMTAZEZSRE THR, HESSEMRLIETHE, ALk, MQTT 5.0 &0 7 5K 45
%, USZINTHEREERERENERRENE, KNERIINEEBHITEERE.

MQTT 5iH2RA3

RE MQTT 5HBBAIIRZSTAMFEIEERE, LCMERAAM/ATHEEN, EEMtIERNZREA
BERENAE, HEMINEERTRSHNAZENEEFMERE, XXGREFEIRENEE K
HED, MQTT B—IHEERHNY, EERTYRMIRE ZEINERESE, XXPRNEREEER
BiEA. BESHEHR LR,

EEXRNAZSET, MQTT SHEIIEESREGERER, UE MQTT RS=[ETETE
IRERERSIRFEAUE S A, LEASH MQTT BRSBZ2FZWIEMIRE LIRIETE, AEHEEIEHE SR

SRR R B R EMW S RAHTLIE,

REFHESMG, MQTT ETREAEERACIE. MQTT EFIREITHFAMNEIEEEIET £/8, Ak
BEXLFEBXROEENLE, HEBAFEFIMRERR,
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https://www.emqx.com/zh/blog/mqtt5-request-response
https://www.emqx.io/zh/mqtt-client

MQTT AIJZFM

i@ MQTT &

MQTT EENEFHZ

BY—1 MQTT EZRZER MQTT MGHTEERNE—F . A TRIESAYT RIE, RILERS MQTT
MR T FENERSH, UHEFRERECIZEBEAR S HRDEANA

MQTT EEHEFIHERSRIELE. FEE177 MQTT BEFIHEENEFFIZEHE—D MQTT EF
i, ™ MQTT RRSBS[NAFRREFIRARNER, FREEFHRZNERER IS - EHFERENE
F i

EFiRSRESRIELMEZEEE, BELAKIFE—T CONNECT HIEELAARSSES. RS ESUWE] CONNECT &
EAEBIE— CONNACK AEFi#, EFIHINZE] CONNACK BaRT MQTT EFEEVHIN, NREFH
FERBRI AT BN R UL ZIARSS 2269 CONNACK #UEE), TiaEmhxHiEE,

RZEHET, MQTT &EE TCP/IP thilGAITMEE R, B2 MQTT Bt iHEd WebSocket
& UDP #H1TMEEH,
MQTT over TCP

TCP/IP NAIZ, 2—MEREERN. AIEN. ETFNRNEHEREENIN. ERT ACK HIAE
BHlE, BEEBRIIERENMEFHAEERKNZRE N, AEFTINFHIEER.,

=]

MQTT BEET TCP #ITWEBE, EMET TCP NRZMR, BEREGTERTRE. SEN. R&E
RZRAVIFE T,

MQTT over WebSocket
ITERREE Web BIRIRIERE, HRERIIFEELARTS, SR AT AN 23 iH 18T 128

51X, Web RNAREBENENEEA WebSocket thELLSEIT ZRINA,

b
A

RZMBEMNBAZEN Web AR BER, LLUERZIRFRERRZTEFEAN KT BRIREEIE,
EENEREET HTTP MUEREIER, M TiaER MQTT over TCP,

MQTT tHXECIR ZHEEZERET Web NEANEEM, EXZIFET MQTT over WebSocket 897 =i

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 1


http://mqttx.app/zh
http://mqttx.app/zh
https://www.emqx.com/zh/mqtt/public-mqtt5-broker
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1T MQTT &=, *<Fua{ER MQTT over WebSocket, &R EEEEFEHE WebSocket &EiE MQTT

RS 2=,

MQTT EESHaER

FEighit

MQTT ApEEIbBE SR © RS IP EFR. RSH[HO . EEDIN

EF TCP K MQTT ¥

matt ZEEH) TCP %%, IwO—ARA 1883,

matts EE T TLS/SSL MT2ERE, ImO—MH 8883,

EEZN maqtt://broker.emgx.io:1883 F— " ETEE TCP 89 MQTT &Eigihilt,

EF WebSocket B

ws ETEAY WebSocket ##E, IwO—H%AN 8083,

wss & T WebSocket L EHEHE, ImO—A%N 8084,

H{EA WebSocket EZA, EFMUIEFEE S Path, EMQX BIABCEM Path 2 /matt. LU

ws://broker.emqx.io:8083/mqtt =— & T WebSocket B9 MQTT &E#Eihit,

EPii ID (Client ID)

MQTT BRSS2MER Client ID 1R5IE iR, EiZZIRZSBHENEFIHHULNEFGME—H Client ID,Client
D WEKEBERN 1 & 23 1"FETH UTF-8 F/FEH,

MREFIRER—PESEN Client ID EIZERSEE, WRIEEHHEMZ Client ID EZAIINE iR T
%,

BAP&5%18 (Username & Password)

MQTT #MYXPIEE AP 2MBERH#TEXIMENRR, E2URLERRME, WAFZMZLRE
M AR B, MRIRETRAFRSEEIANE, BARIFEER matts 3¢ wss 111
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https://www.emqx.com/zh/blog/connect-to-mqtt-broker-with-websocket
https://www.emqx.com/zh/blog/connect-to-mqtt-broker-with-websocket
http://www.emqx.io/
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RZH MQTT BRSBLFFMINAERINE, BRININAFBR5BBIRENTFHFHEIT,

HEIEHBR (Connect Timeout)

BB, KEIRSS[ERWIARNFEIE, FENERARKEERBIADERKY.

{RiEEEE (Keep Alive)

fREEHE, @— 1MW RNRMURNKIEER. EFIHETIREEN, iR Keep Alive 1XEREER @RS
im &R IEDHIR, FRRERARIRSIHETFT .

EEEEVRINE, NRRSR[EETE Keep Alive 19 1.5 FHTEAKEIKEEFIHIEGSR, NSIAR
MEFIGZEEZELIN T 0/, RS RESIFANEFIRIERE,

HE&SiE (Clean Session)

7 false WRTEIB—THEAZIE, EEFIREIMERN, ZENARSAREELER, EF1EEN

EiH. N true IRREIB—IMINIGINRIE, EEF RN, SIEEMHEER,
RARBEBR T EFInRLEERHEENER, ARREXTEFIRERGEEMTHTHE, X—IIEET
By, MERRENMENIZRPIFEIA.

AR KASEMENIIREEFIHEREER Client ID B/RERE, R Client ID Ea)7SHY,
BLERRINEEREE— TSR RIE,

RBB[BABARERFVERHER T IRSHEVEE, b EMQ REHNRFENAH MQTT REEHEIR
ENBZERRERERN 5 28, RAHBEN 1000 5%, HAMRE QoS0 HE.

BIEER (Last Will)

BIEHEE MQTT JIPLen et Il MIMRE IS SIZEA SRR T R A A E M B IEE N 8B T

BIBHEHEN MQTT ZFEEETEN, MQTT BERAAMIZEFIFISSHEEYEE,
BIMREEIE: EMEHIE, EEERSIEET; 88E/MEE; 88T A IR ETR
RS % SRS

BIEHERIUBEE—EHERE MQTT 48, Et8% Topic. Payload. QoS. Retain %54,

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 13


https://www.emqx.com/zh/blog/mqtt-session
https://www.emqx.com/zh/mqtt/public-mqtt5-broker
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o LIRETIMILE, BIRESISHAEZEENRE Topic;

® EIE Payload RHARIZENEEARS;

® IR QoS 5&iE MQTT HEM QoS —H

® EIE Retain 1 true NRAEFBHEERZREHEE. MQTT RBB[ENENTETAEMET—SREH
=

B, UAEHRRMET LERE P imfElT 5 EA) Al AR ENZHE

7S

FARIRZH MQTT WMHYXARAE MQTT v3.1. MQTT v3.1.1 & MQTT v5.0, BHI, MQTT 5.0 24
KZEEAM BB IEIY, FATRINVIRIER MQTT B &S BIR(ERIZMRA,

RAMBIIZEFE A EE EMQ A MQTT 5.0 RIIXE, THE MQTT 5.0 HEX4FMHAER.

MQTT 5.0 fifiEiEsE

Clean Start & Session Expiry Interval
MQTT 5.0 % Clean Session F72 %7 Clean Start 5 Session Expiry Interval,

Clean Start ATHEEEZNRLE—TEFNTECEENEA—TEFENRIE. 1 true FIRTUA
ERREAIEFENSIE, HEIE—DPEHNRIE; A false NRTUNITERS Client ID XKEXHRIERIRE
5FFmNERE (FRIFFEFEFE) .

Session Expiry Interval FT8E MK ERMAESIEMTHARE, IRER 0 FRIRE, RRBiFERN
ZIEANRIER; IREAKRT 0 BUEUE, WRTREENZERXAREFRETZDY; IREN OxFFFFFFFF X

TEIEKIEAEEH,

BEZEATH o EEEE: Clean Start 5 Session Expiry Interval,

HE1ER|M (Connect Properties)

MQTT 5.0 &SI T EEBHENRE, #H—THEETHNNAT Rt ESETAIEEEE: MQTT5.0
EREM.

MERII—1EL2N MQTT ERE?

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 14


https://www.emqx.com/zh/mqtt/mqtt5
https://www.emqx.com/zh/blog/mqtt5-new-feature-clean-start-and-session-expiry-interval
https://www.emqx.com/zh/blog/mqtt5-connect-properties
https://www.emqx.com/zh/blog/mqtt5-connect-properties

MQTT AIJZFM

2 MQTT MM THP &, &3, Client ID FIAENF, BREXNS TN L £ MR TR,
ETERH TCP BEEMPAXEH, EERNREMRESIRIE, BELSEFERSBI. B, AiE.
BERHXEL.

SSL/TLS MLIRIFMNAR T BIEFRINLEE, EUIFMMBRANET, BE T AERAIINET
o, BRIET BEFHEHBEUEX G, B%R 7THRBITNNKE, ERNtETERRGLETHEREN,

E MQTT fREBE3EA SSL/TLS WP BHMEZE AR, EMQX RETX TLS/SSL MIxiF, BEXEE
/IRETAIE. X.509 iEP. EE SSL FZMEEIAIL,

BEPALE— MBI I RS SFIPREULZEBENAR, TRARILBEENZN, BEFRERIEE
FislEN, BEEESHFE. ZBiE. Client ID ZIAINHIE S, EESZEE EMQX MQTT RS
232 SSL/TLS Z&EEREBIT—1"LZTEMEMIALE MQTT &z,

REIANEREEE R TEEIMNEN BERRSIHHNE S REBRAES, NABFEHITSMIME, UABFRERE
FERARNGHBEZEEN., WARLKZERHIER, REETZEBHRTIRIE. A, —EXN2EH
ERUESNNAHR, MBEFBN@ SSL/TLS ML, REEEEE EMOX EANE SSL/TLS &%
ERTBAEET - RENNEIAE MQTT #Eik,

RAMBINEE A EE U T EERZ MM Z 2 BRI

A EREEVIEA M R 2 1S At 1%

o REZHINERN, BEFRIBRANRE loT &2

o ZEEWBELREZ SSL/TLS thiX

B WERENEREEA MQTT over WebSocket H{TEEEEMIE, BRI EA A IFWNEIAE

BiE.
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https://www.emqx.com/zh/blog/emqx-server-ssl-tls-secure-connection-configuration-guide
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MQTT R 5Sk~

t42 MQTT E/@?

MQTT EEARLEZ— UTF-8 HIBMNFREH, & MQTT hi#HTHRIEBENEM, MQTT ERREML
URL 12, ERRAL / #1T0E:

—_

chat/room/1
. sensor/10/temperature

2
3. sensor/+/temperature
4

. sensor/i#

ATBRIEY B TIERE, BEFERNERN / FFEEER, B0 /chat 5 chat/,

AEFHEATIFRER (bl Kafka # Pulsar) , MQTT EFAFERAICIE, MQTT EFIRTEIT
FRONEIEENEIETEE, FRELHFEFROEENEIE, AEROATEFIRRER,

TEZ—TEE®EN MQTT 1JRES AHRIE, APP1 1] T sensor/2/temperature /5, JGEEIRZE

Sensor 2 &KMENZFMAVER.
Subscribe: sensor/2/temperature
......................................................... >,
20

{:E:]} sensor/1/temperature
Publish: 10
Sensor 1 @

APP 1
MQTT Broker
{@} sensor/2/temperature Subscribe: sensor/1/temperature
TN 30 B — >
10
Sensor 2 APP 2

MQTT FEERF

MQTT FRBENESHERBRN + RZERBEN #, TERTEFHEXTHASTER,
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R BEMRBERTITN, RERTARM.

B REAT

s (“+7 U+002B) RATFENTEERCTENBERS., EERREERRTN, REBEMOLASEED
B, Hlan:
1. + B
sensor/+ B

2
3. sensor/+/temperature BZX
4

sensor+ X (A LEFEETER)

MREFIHITIET £ sensor/+/temperature, JESUEIA T EFTRER

1. sensor/1/temperature

2. sensor/2/temperature

&

4. sensor/n/temperature
BERA AR TER:

1. sensor/temperature

2. sensor/bedroom/1/temperature

ZEBER
HEFS (“#7 U+0023) ERTREEFIHERERNEBERS . SEBREMNRINENRRNETENENF
B, EERAZEBRREMG, EVNGEZENEAHEVIRFINRE—TFR, Ha:
1. # A, TEMBELEA
sensor/#t B

2
3. sensor/bedroom# Tt (%B LHIEEITER)
4

sensor/#/temperature It (TR EBHRE—TF)

MREFIHITIEFEE senser/#, EEAKEINTETAES:

1. sensor
2. sensor/temperature

3. sensor/1/temperature
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X $ FHNER

REER

DA $sys/ FAMNEMARSER, RATEEER TR MQTT RSEB[EFIETRE. HESIT. BF
i £ TBM4FHE. BEl, MQTT MXERPBMIE $sys/ EBITE, EAZEH MQTT RSZFEERE
IR EEIN

Ban, EMQX BRS5=8sirEN U T EREREIERIRES,

FH tER

$SYS/brokers EMQX & T RIIEK
$SYS/brokers/emagx@127.0.0.1/version EMQX k7S
$SYS/brokers/emqgx@127.0.0.1/uptime EMQX iz1TRT[8]
$SYS/brokers/emagx@127.0.0.1/datetime EMQX ZRZRT[E)
$SYS/brokers/emqgx@127.0.0.1/sysdescr EMQX RSMEE

EMOX BXHEPIRLETEEM. IWRRE. HEWR. RARESFFENRAEE, AP ELITH
$sys/# EFRBFMERZEBHR, FMEBEN: EMQX RFEERMXI,

HEITH

HEZITERE MQTT 5.0 SIARFISME, BFESMTEE ZETIITEN G EDE, MQTT 5.0 SIEMH
ZITEEDEL $share FFk,

B MQTT #MYTE 5.0 AT SIAHKZITE, B2 EMQX M MQTT 3.1.1 liRAFEMIGFHE
IR

TEH, 3 MTAZEFRHAZITHNAITETE—TER $share/g/topic, HH topic FENNTHINESLE
#A#, T $share/g/ BHZEITHRIR (of BEAER, FIRER UTF-8 RIBFRFEH)
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https://github.com/mqtt/mqtt.org/wiki/SYS-Topics
https://www.emqx.io/docs/zh/v5.0/advanced/system-topic.html
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msgl
e RS S
$share/g/topic

@ msgl, msg2, msg3
topic

msg3
> S3
$share/g/topic

9, F MQTT 5.0 LATHIARA, EMQX EZIFAHEFRANHZITHAEL $queue, X THEITHNE

ZIFIFEEE EMQX HEITHXM,

ARG RPN ERIRIT

HEExRE
LEANHAIBERBENEE . BTURBRNEE. EENESRE, AURTUTF/LIER:

® myhome/bedroom/temperature
® myhome/bedroom/humidity

®  myhome/bedroom/airquality

®  myhome/livingroom/temperature
®  myhome/livingroom/humidity

®  myhome/livingroom/airquality

®  myhome/kitchen/temperature

®  myhome/kitchen/humidity

®  myhome/kitchen/airquality

&K, ATBUEIEITE myhome/bedroom/+ FERENENZERIRE. BERTSRELE, 1TH
myhome/+/temperature ERREN="EEAGREEIE, 1717 myhome/# REXFRERIEUE,

FEERE

ZREEMERY BTSN ocpp/cp/${cidl/notify/${action}, T1TERIIE A ocpp/cp/$lcid}/reply/${action}.
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®  ocpp/cp/cp001/notify/bootNotification
M ERSEIZEB AN EEIEK,
®  ocpp/cp/cp001/notify/startTransaction
MIZEBME TR EIFK,
®  ocpp/cp/cp001/reply/bootNotification
SR ESRBIT TR FENE,
®  ocpp/cp/cp001/reply/startTransaction
RERREREIERAIT EIZETER T EIERNE,
ENRHE
®  chat/user/${user_id}/inbox
—H—WIX: AP EEEITRZRHREER |, BERKEIFRAXEECHER. KIFRESHERRN,
QEFEIZ TN user_id HATFRAIN id BIF,
®  chat/group/${group_id}/inbox
HO: BPMBEMING, ARTRIZESSRENNEAES, ESHINEZAZERLME SR,
®  req/user/S{user_id}/add
mINFAR: FIEZEFRTAINGFRAETE (useriid X HH id)
BB RIER: AFEITEZER (userid HECH id) BREMAFPZRENFRIEKR,
®  resp/user/S{user_id}/add
BB RERNESE: BPAMERAE, FITHZERERIERER (userid HECSH id) ,
EEFRPIE: BRrazE@kXERRARERAEFRAIE (userlid AXNHRY id) .
®  user/S{user_id}/state

BPESRE: B ITERZEBRIE RELIRE,
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MQTT EBE R E-EA#E

FRNBERRKERTARGIE?
MQTT MIXMEERNKEAMTFT, AEESARSZAIEE 65,535 TFH.
BWEBELRA 7 TR, ERARENEEZFNRDNETZRERERDNEZREFE, Fla

my-home/room1/data tt my/home/roomi/data E4F,

AR5 8235 A E R REIND?

AEHE RSB BFNBRATAHENZIFEA—H, BEl EMOX NEUAEEN TEHREFRE, BEEX
AN EVSHRHREBSZHRS[AEF. SEEERS MQTT Broker IREHNE—MRRZ, HIEN—
PNEFPIRITRENEBRHERFZEHE 10 TUA,

BERAEETHS HEERTRMERS—H?

BEAEBT RS TERERITE, BERHRESHRSSHEHRR, AP ARIESSAR SIERIERT
[HESiCR

E—1EREESHEZITHS Ei&E TR RN {ERE?

I, EEAEINERER,

ERN MQTT FB{ERENEMLE?

o AEINER # 1THAEE-;

FEWERLA / FFKEERE, B9 /chat B chat/;

o FREWEETHMERM=AEKRIE ASCI H574FT;

o EF—EHEELNBINEA T _ SitEt - EigRiE (REEARERSR)
o REFARILNEIEL;

o IEMBEMN, BE—ENEIEER PIIIRES) BELE—FHiF. fI4,

device/00000001/command/# Lt device/command/00000001/# EE4F,
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BFARE
H4 8 MQTT BX4i15?

PREMIME KA RAVEH R ZMEM N B EEAXN M AER, MQTT EF RS IRSIFAERE AT 8ERE
RN RN R FRREIMFEETT. 7 BRMEERETT X EEEMNTIE, MQTT HIdRH T

KASIRINEE,

MQTT EFIRERERIIRSR[IVERN, PIMNRERTEE—TIHARE, FATERREFLEEZNLY
&, MMEREEES TRNEERPRE, KASEETEBNUT=7ER:

o ERAMEFMSUEEREITHFTRNIMIMNTH.
o EREIBLAEINES.
® fffR QoS 1 M QoS 2 AYHBRERIEHMEHRIZIM,

RARIEREFIMLELIE?

B EXRIAEHA REREFHE—EEEOMIR, MMEREEERE, XEREENEHEEFE,
BN REER S,

PR RIERIE:

o CRXLMRSIN, EREREBTMIAIAN QoS1 5 QoS 2 HE.
o MERSIHKEIR, (ERERETMIBIAN QoS 2 JHEA,

RS IR AR R TREE

® TIERLHEHE, BMERIERTHRIINE,

RiFREFE, BB TTHMIAN QoS1 5 Qos 2 HE.

o IFHEHLE,IKA QoS0 HR (FJit) , QoS1 5 QoS 2 HE.

o MNEFIRKEIR, ERTRETHAIAN QoS 2 JHR, RIEHEEMIRIBLENERE.

°
(d
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MQTT Clean Session Bi{EF

Clean Session ZRAFIZHISTRRTERBRNIREN, A true IRTBIZ—THNSIE, EEFIRETF
ERE, ZTEREDHER, A fase NRTEE—TIHARE, AEPIRETTEREEDARE, EE
EJETELRpESic

AR BAREERMERNFIREEFIn(EMEER Client ID BXEE, R Client ID &
Y, BAEERRNEEREIB— TS ARIE,

MTFAFR MQTT ARSS28 EMQX HY Dashboard, FIMNEZIEFNEZRSAZMARS, BREANER
KFARIE, AADABEWESR, HERILAE Dashboard RFMBRIAFIE.

Connections

Client ID 8¢ IP Address ive Connected At

172.17.0.1:59266 60 202210-31 10:5429

B, EMQX 1% 3#37E Dashboard Hi&E Session XS,

General

Retry Interval

Authorizatio

Blacklist

er) will be dropped if awaiting PUBREL timeout
Data Integration

MQTT 3.1.1 REMEFARENIZTEF AMRIE, WRXMDPINEEEBENE, X MNMFARIENIZKA
7. BEIMIRPZATNEL, ANERIFE SARSIFNRR, FAURSHESFZTEER/MNMY
FLI, MEMMAFRE—T2FEEHRRF ZTERITHARE,
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Ebal EMQ 1RE8 RZFIAH MQTT RSBE REMNSIEIERER 5 258, FAHEEN 1000 £,
B MRF QoS 0 HE.,

ETIFRBNMERFENEFEE MQTT 5.0 EEEFin LE - MQTTX &/ Clean Session BY{ER.

TFF MQTTX BU AR, &7 New Connection Z(ABIZE—T MQTT EiZ,

Connections ‘ New Collection ]

[ —
2 @
P Q e
’J' rg'

No Data

‘ + New Connection

Need a Fully Managed, Cloud-Native MQTT Messaging Service? Try EMQX Cloud now! 14-day trial,
no credit card required.

SIEE—1 BN MQTT_V3 89i&#%, Clean Session AXMANAS (BIA false) , MQTT RrRAIEFE 3.1.1, A
Rt HA LA Connect 1%,

ERNRS RN EMQ RHE) RERAAE MQTT ARSSE:.
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@ =
Connections New Collection < Back New Connect
*Name | MQTT_V3 @
* Client ID mgttx_8e77eed? c 0O

* Host matt://
* Port 1883
Username

Password
ssttis (B

No Data
Advanced a

broker.emqx.io

>

MQTT Version 3.1.1

Connect Timeou

>

t 10 (s)

Keep Alive 60 (s)

Auto Reconnec

t (O

Clean Session (_Ji)

Last Will and Testament

A

EIERINIG1TE clean_session_false =81, H QoS ®&XN 1,

New Subscription

* Topic

clean_session_false

At least once
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ITHERRING, REA LEANEAEERE., AF, BlIE—7"R5 MQTT_V3_Publish f9EIE, MQTT kARG
HIgEN 3.1, EIEMINEME clean_session_false FA IS QoS 1 HE.

»

Connections | New Collection MQTT_V3_Publish ¥ @ hy Qo e

* MQTT_V3®@broker.e... T T R R P i ® Plaintext All Received Published

® MQTT_V3_Publish@...

Topic: clean_session_false QoS:1

{

"msg" ¢ Wqn

}

2022-10-29 11:19:04:829

Topic: clean_session_false QoS: 1

{
"msg": 2"
i
2022-10-29 11:19:08:130

Payload: JSON QoS: 1 Retain
clean_session_false
‘{ «
| "msgn: ma
}

RIEER MQTT_V3 Eik, REEERRMEEREZERSSE, BERIEKIIMEBELHENER.

Wi
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»

Connections New Collection MQTT_V3 ¥ @& B 2 e

® MQTT_V3@broker.e... b B S Plaintext A Received Published

® MQTT_V3_Publish@... Topic: clean_session_false QoS: 1

{
"msg": "1
}

Topic: clean_session_false QoS:1

{
"msg": "2"
}
Payload: JSON QoS: 1 Retain

clean_session_false

{ «
| llmsgll: Ivzn
}

MQTT 5.0 FISIEN#

MQTT 5.0 #4% Clean Session $F7 BT Clean Start 5 Session Expiry Interval, Clean Start T8
EEENEZE— NS EEEESNER— T EEFEEMNSRIE, Session Expiry Interval FATFIEE ML

BRI E=1EAYT AR A,

Clean Start 4 true RO FERFEABHEFENSTIE, HEIE—TEZHMNRIE; H false FIRTDIUE
A5 Client ID XEANZIERMESEFIKHIRE FRIFFENFE)

Session Expiry Interval 227 MQTT 3.1.1 FIFARIEKAFEERNRS 2 FFREQD, 888 0
WARIRE, RAMIHEENSIZENZIE; EBAKRT 0 WEE, IRTSIEENEEEXHEEFRESD

®; 1REH OXFFFFFFFF RMAIEKIZARITHA,
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XF MQTT £iEN Q&A

SARESRRE, REEREFEAL?

MQTT REBEEEBTZRIEREHN—HD, IR SESIEERITERIEE.

EPIRMEHNE LSRR ERENSIE?

MQTT XM v3.1.1 FFHiE, By CONNACK #XiZitT Session Present FE, ZiRFSEIREHIZF
EER 1 1, RASMEERSERRFSEREFNRIE. BEFHIBIAFREREETEENNEREH
FEIITH,

ERIFASTERNBMLEERIY?

® FEEERENS Client ID, BERIEEFIHEERMN Client ID HREEEMN.

o IRIFARSEFIEEE. WEINR. EFRHEXEFSEMERIEIINE., RETKEHAE ZRIRSBIREA
R, RETESSBEREERINSIEMERN,

o YURPIRIHENBEEARIEN, BI{EHA Clean Session A true HITEE, BERINGEBRIFEE.
MEE MQTT 5.0 NIAJ7ERFFEIZER HIZ18 8 Session Expiry Interval A 0, REEMASEIE
HIESVE
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QoS 0,1, 2

t42 QoS

REEME, A MQTT MXENREMSITENEZROFET, MAKEREN TCP EMHiX, F18E
TERIDERRIAIERNA, Etb, MQTT ##7T QoS 4, HEZOZIRIT T SMHRIENHIHRRHA
BRSHE, KHERBPESMIR TR AT EMNER,

MQTT EXTZ=1 QoS &%, o5lN:

® QoS 0, BREXf—IR,
® QoS1, EMXRft—R,

® QoS2, RRfF—IR,

Hrh, €A QoS0 AJgEEKRHER, £ QoS 1 AJMUFRIEKEIER, BERAEEE, A QoS 2 A
RIDHRBRAERAEE. QoS FRAMREE, MUBWEERAIELENRE, LEREEREREE
B9 T,

E—TREIMEAMEINTRAENERIRSMED, QoS FREMAKMETE PUBLISH BRXHHEEN, K
EB21B T Broker MITHERAEBNMZHEIFRIGH QoS £F, AILE—LFISHFER, RIET
HEATHER, HEH QoS FRABEZHERRNIRRERR.

Ban, ITHERZEFEITRNER Broker AILAEERZRRZITEERIRA QoS FLHN QoS 1, BPARLEMAE QoS
2 HEHMERE QoS 1 EBRAWITHE, MAE QoS 0 M QoS 1 BRMERETFIGN QoS FREE
&,

SUBSCRIBE Topic = downgrade, QoS =1

PUBLISH Topic = downgrade, QoS = 2

PUBLISH Topic = downgrade, QoS =1
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TR, iILBA1REE MQTT #8171 QoS HRMAMNRRIE,

QoS 0 - ‘mBR(F—IX

QoS 0 Z&fEEY QoS F, QoS 0 JHRENKENF, FAEEFFHMIA, THEEFMMNERE, FELXTEK
HFR, KEEHAFEE OB EERER.

PUBLISH QoS = 0

Bft4 QoS 0 HBEEKR?
HEAMER QoS 0 ZEHRN, HENARUTEMIMTRERN TCP i,

M TCP REEMIEEERREAKRANER VERNARRNE, —BRIlERXA. BE, HBEAEEX
SATTNERBRIREFAAREEZPXPPER ., XthE QoS 0 HEREEMNEXRITR.

QoS 1 - E W F—R
RNTRIBEEENRA, QoS 1 MATHESEEZENG, KiZHREERIIZEVFR PUBACK IRX G, 7
SN BIRIERT, EYET, BRHBEEMIZ PUBLISH RXIME T RESS,

QoS 1 &7 PUBLISH IRXHi®E Packet ID, M{ENMNLAY PUBACK X, NMI&{FRS PUBLISH
IRXHEEIRY Packet ID, DAEAZEFHUEISHFRIERAY PUBLISH RXEF.

PUBLISH QoS =1, Packet ID = N

PUBACK Packet ID = N
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H1t4 QoS 1 BEERSEE?
JFEIEFFRR, BUWEl PUBACK RXXHD A TS

1. PUBLISH FREXEWA
2. PUBLISH BEZFAEWT, ZEKWAK PUBACK IRXERFENAKRIES

EFE—MERT, REHDERAEET PUBLISH R, BRI THERKSGHKR, SERRLMANKET —XHE

LN o

BREAF_MERT, EREHERN, BKHELZWEIT TET PUBLISH RX, XMSBIRKSHEK
AESHR,

o 1

i PUBLISH QoS = 1, Packet ID = 1024, DUP = 1, Payload = I'm Alice

! PUBLISH QoS = 1, Packet ID = 1024, DUP = 0, Payload = I'm Bob |

i 2
CASE 2 : . ;
! PUBLISH QoS = 1, Packet ID = 1024, DUP = 1, Payload = 'm Bob !

SAREMEN PUBLISH #RXFHEY DUP IRERFIREN 1, BURTEZZ2—TEENRX. E2EEAH
FAEEEBREB S B2ERIXTHEE, MATEFEUE—TEHITER,

RXEZRE R FHEIKTGFKI, FIEFENTRIRER
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Sender Receiver

PUBLISH QoS = 1, Packet ID = 1024, DUP = 0, Payload = I'm Bob

x

PUBLISH QoS = 1, Packet ID = 1024, DUP = 1, Payload = I'm Bob

PUBLISH QoS = 1, Packet ID = 1024, DUP = 0, Payload = I'm Bob

CASE2§ s o sl il Al - s s

! PUBLISH QoS = 1, Packet ID = 1024, DUP = 1, Payload = I'm Alice

F—MER, REFHTRERE PUBACK IRXMEZT PUBLISH R, LLAT, #HWKAWREIMIREIE
4 PUBLISH #R{#F THEERM Packet ID, #HZE -1 PUBLISH EXH DUP fr&f 1, HATEE
= 1TEENHEE.

EMIER, B— PUBLISH #RXEL5M 7%, 1024 X1 Packet ID EFTEANATARS. KiEAH
{ERIX Packet ID &ixT—1T2HM PUBLISH R, {BIX—RIRIKEEELAX I, FIMKIXAEEE
73X PUBLISH 1R, XFESRABKTREINE T PUBLISH IRXEH#EEREI Packet ID,
#EB DUP A 1, BMIR— 1 EHATES.

BT BHATEX D XMMIER, PAXREEILZRET XL PUBLISH IRXXEHFEHAVESHRLE, Fib
HEAMEAR QoS 1 i, HENEEAEMNEE LR EZER.

HEEEBMRIHIERT, B2 Broker NATHAWEITEER PUBLISH IRX, MESXERNEER S
TEANERES, BRREER, XRSEITALTRRKIESNESEHS.

RRRH—FHER, EXHRKGFRR, RELANKET =FBEE1

il

ETERTNEFH, BRRMENR]

Y7 .
7ﬁ I%\ °
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PUBLISH QoS = 1, Packet ID = 1025, DUP = 0, Payload = I'm Bob

PUBLISH QoS = 1, Packet ID = 100, DUP = 0, Payload = 'm Bob |

; PUBACK Packet ID = 1025 ,
RS B e e PUBACK Packet ID = 100

PUBLISH QoS = 1, Packet ID = 1025, DUP = 1, Payload = I'm Bob

Duplicate 1

PUBLISH QoS = 1, Packet ID = 101, DUP = 0, Payload = I'm Bob |
PUBACK Packet ID = 1025 —( Duplicate 1 ;

PUBACK Packet ID =101

PUBLISH QoS = 1, Packet ID = 101, DUP = 1, Payload = I'm Bob |

Duplicats 2

PUBACK Packet ID =101

ME, #MZ QoS 1 RIDHREIAHRAEIER.

QoS 2 - RZ3fF—x

QoS 2 f#RT QoSO. 1 HBRFAREEARAHNEEEMNE, EHENM, ERHERTRERNIERENES
BUFFEH. B—IREY QoS 2 JHRIRE, MERKELSEWGHITEDFIRIER/MILFRIE .

Sender Receiver

: Store PUBLISH
—
: PUBLISH QoS = 2, Packet ID = N

PUBREC Packet ID = N

1
i Delete PUBLISH
—

Store PUBREL

— PUBREL Packet ID = N

[
i Release Packet ID

PUBCOMP Packet ID = N —

—

i Delete PUBREL
—

|

Release Packet ID
—1

1. B, REFEEHRE QoS A 2 #9 PUBLISH IRXMAFEI—R QoS 2 HRMEH, REEEE
K75 ES PUBREC X, X—#255 QoS 1 BEA—, RARMAIRIM PUBACK TR T
PUBREC.,
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2. HRIEFWKE PUBREC 32, BIRJHIAMIRELUEIT PUBLISH X, REAETFBREEEX
TRX, HEOFEBEESXMRX, FTBALLRR X AT LARBR At Z i8R0 PUBLISH 1R, REXR
ZE—1 PUBREL #&X, @RI inE S ESFAIRIERR Packet ID #RICAFAT . 5 PUBLISH 1)
X—#, BIFEMR PUBREL R EANIR, ANBEE— MR, HEXT PUBREL X
EERFME T RUNEREEE,

3. HEWHWEI PUBREL kX, tHelIAEX—XIERRIERASEBEEEZERN PUBLISH X3
X, EIbEE PUBCOMP RN FRFNBCHERIFEHAIAN Packet ID ATFHEVEE T,

4. HERZEAWE PUBCOMP R, X—XH) QoS 2 HESHMMEEIRTMRT. BXZE, RiEAHT
ERERHFIR Packet ID REFMIVESR, MiRWABRKENERIXT Packet ID #9 PUBLISH
kXY, UEBEMA—TEFIER,

Ht4 QoS 2 HEFR|ES?

QoS 2 JHERIEFAEELNEBHES QoS 1 #8E, FMNXERITMABEET.

5 QoS 1 #8tt, QoS 2 it T PUBREL R F] PUBCOMP RXHIRIE, thiF 25X ML RIgH sk
THEHBEASEENMRILE,

AERNEHA—F 281, BAIFGIRERH—T QoS 1 HERLEBRREENRER.

SBANER QoS 1 JHEN, MHEWA KN, EE5 PUBACK XMENIRS MG Packet ID #iEFTFIA
T, EAENNESRLELEAT RES. MUMIASMZEEAN, % 718E Packet ID BY
PUBLISH &Y, BIERR&AEAENZEKEIINNMERZR, TEAEHEANKE T WMNARIXERER T X

D Packet ID &ZXT—1EHITESR,

Receiver

PUBACK Packet ID = N
?
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PR, HEXZENXEMET, BENHUEEREELSE Packet ID, HEIER, FTEREHZER

HEERRMINHE, —E2MMImAMRIIRTH.

M QoS 2 gAY PUBREL iz, [ERRM 7 HEBBEWNAME Packet ID (GRS FIAEAHRIBES,

Sender Receiver

PUBREL Packet ID =N

| got PUBREC, this Packet ID will be used to send a new message

PUBCOMP Packet ID = N

I'm ready, this Packet ID can be reused

QoS 2 MIE, RiEHRBEWEI PUBREC R ZAIFILAEE PUBLISH 173X, —BEUKE] PUBREC #HRX
HAEH PUBREL 1R, REAFMBMANT Packet ID BHURIE, TOJUABEAYAT Packet ID EfE
PUBLISH X, R, ERZINIHEISN PUBCOMP IRXHFIAI A #TTM Packet ID BIZHI, bR
AILAMEA YA Packet ID EIEFFATES.

XAIEEER

5 PUBREL
——(Packet D=N

AT RS

B, X3FKT%GR, BEBIL PUBREL #RXVFIR, NETE PUBREL X ZEIZIAR PUBLISH &
X, HHAREENHEE; MNEE PUBREL R ZEEAN PUBLISH R, #MUAARZEMEIHR.

—BATEMEIR, HAMEBEMNEETR QoS 2 JHENEE,
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AE QoS MERAFRMEREN

QoS 0

QoS 0 MRRREFRERERHEE, HEBERIIRIMKM T IRFALRNNEIME, FHABEEIREI M ER
HEHR, TEMRERENEERES,

FAIAEATEEIERER QoS 0 EH—LSNERIMAEEMNEIE, tLEREEIE, BEUEH, BIE
BRI AR EIRE L AT RS
QoS 1

QoS 1 AJIMRIEHRENA, AINEEER—LRABENEIE, tLMTEXRIES. ENEZRNEXINMY
ERIVREF .

BR} QoS 1 AFRERSEHREE, MUASHAIEERER QoS 1 i, THREEBMIEHENEES, N
HEBAPHENEES.
AEFNVREER QoS1 AERWHEHMTEELIEZR, HMNFELTHE, RIPHENEE, AERKREM

/R

IRFAIARY QoS 1 HMITEELIE, BATFIEREEIMITR, KA 1. 2 NIFFAMER, ERE
TRAEKRIERINFRIER 1. 2. 1. 2, MR 1 XAFATES, 2 XRXTES, BEKESoABF
HBASEZ AT T FHTARBEXRTNERE, SRITEFNXARSREEZN,

----------------- ( S : - (/ (}

QoS 2

QoS 2 BIRAIMRIEERENA, A MRIDESAREE, BEANEASRS. MRFENFEEEITINEE
AR, HEREBES QoS 2 FRNEFMIMNTH, A QoS 2 BE—TEENIRE. BERINESZA. M
FTWHRTEESZMNE QoS 2 MEA,
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%F MQTT QoS K Q&A

fal» QoS 1 HEEKE?
EBAINE QoS 1 HRHERIAZE], QoS 1 HENEEAMNER LERTEBRRMN. FAIXMNRBENEEN QoS
1 HEHRHITEE, REMLSEEAF.

— R EREERNGER, 8 PUBLISH #RXH) Payload F#kH _E—ETEEIE—DBIEIBIE
ROITEY, X _E RS DURIE SRR EE B R BB st 2T AT B S L —/XIERATH B RIS
BB IR RE R — IR,

AEES R QoS 2 JHE?

BAIEL TR, QoS 2 FURERIFE KM, N TALIME BRI, FATRIUAESE —XULEl PUBLISH
WA, MEMHEENRED K. SR—BEFaaED &, FEKEE PUBREL IRX ZAIZIAR PUBLISH
kX, HIEBEEDKRE, MREREE.

AE QoS HIERERZEEA?

M EMQX A, FEAERMEHERE THITRYRBE, BE QoS0 5 QoS1 fetfiAFIN AL LERIZR,
AT QoS1 By CPU HAREEST QoS0, HEHESH, QoS1 ERIEERLZH—DIEI. M QoS 2
BEBSIAZIMNEML—ARXA QoS 0. 1 N—*EF,
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BIRHE
BIEHSE MQTT AFRLR AEH I BIMTE R IR SR HAVIS BRI R XA 56 =TT R9RES) . BIMIT LR &
EERRT:
o [FEMBMEEMEKR, REERTERERAREE EIR AR SS IR X ]
o IREFIMER
o REFFMHTAMATNBREMBRSIHRAERE, FIUITHEESTRUIMIEDREF

BEIREERTUEER—TEMARR PUBLISH JHE., fith&& Topic, Payload, QoS %FEz. BEIREHES
FIRESRSImEEN, @B CONNECT RXIEE, AETIREEIMNIENERSFIHFIZERHEERT
FEZIIEERIRIEER (Will Topic) L. XEMRERSHLNFERS CONNACK ZHISESRIERHER
TFE, DR EE—NZAEESINTENER, RSIHEHERIEEREESHELT.

AT REEHEERE MQTT 5.0 #1 MQTT 3.1 & 3.1.1 HES:

MQTT 5.0 MQTT 3.1 & 3.1.1
Will Retain Yes Yes
Will QoS Yes Yes
Will Flag Yes Yes
Will Properties Yes No
Will Topic Yes Yes
Will Payload Yes Yes
Will Retain. Will QoS. Will Topic #1 Will Payload FIFBL5E&E PUBLISH IR EA—H, TBH®

E—ES—IRIZ WillRetain NEAR, ERREHESEREESNEGS. WRITIZEBER (Wil
Topic) NEFIFARERILEEHERRMINEL, BLAEBWNRBERIRE Wil Retain, BRITHintET
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MQTT AIJZFM
EEEE,

Will Flag BFE2 MQTT MY AR OIFE, ERFHRR CONNECT IRXHEEEESE Wil

Properties. Will Topic &=,

&E—T& MQTT 5.0 #i&AY Will Properties FE%, BHUARBHE MQTT 5.0 M—PisE, REE
BNIEXEEARRNEM, 120 CONNECT RXE=IEIHIER (Session Expiry Interval) . RAIRNY
KE (Maximum Packet Size) Z/EM, SUBSCRIBE RXNAEITEFmR%F (Subscription Identifier) 2
B,

Will Properties FREYH2IIHAEIFE (Message Expiry Interval) %EMS PUBLISH #RXFMAEEA—

M}, RE—NEBIEREFE (Will Delay Interval) 2BIBEEISENENM,

BIBERERME BN, METEENARTER—BNEZT XM ERBER. EN—TEZARMEERE
RERNMERENEERTER, (BRBREMEERAERHERSHRLREHES, FXEEESTEG
SRR

FEIRNE, AAERSALRHERES, KT RBERER, TRRTZEIHER, BURTMEE
FoRE. IASRANBEIRERREN 0 i, BIREENBERKRFANTH, BT ERIELRER
MERZD, RIEEEBEAZEMSERMRIIENL .,

R IRIRH B RY{E

ETRBANER EMQX M MQTTX Ri&ER— TElEHE RRISERRER.

NTEM MQTT EERFEFEETRR, HNFERFE—T EMQAX BEGA ACL MNSHEXECED:

BSGTE etc/aclconf AT ACL MM, RIRIEEANZFFIHEZ KT test T, TEFEMEME
BRUIA ACL MINZRET, MR SFAMEEMRINERL:

1. {deny, {ipaddr, "127.0.0.1"}, publish, ["test"]}.

SRIGIEEA etc/emgx.conf 7 zone.internal.acl_deny_action ECEIN, JBHIZEN ACL MEIBBITEIAEF iR

EE:

1. zone.internal.acl_deny_action = disconnect
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MQTT AIFAf
SR EERE, HIE61 EMQX,
BT, BA1E MQTTX HERE—1PREHN demo HIERE, Host {EEN localhost, £ Advanced =%

% MQTT Version J 5.0, # B4 Session Expiry Interval i8&5 10, BIRSIEFASERBEE LR

PR

Connections New Colles Back New
X
*Name | demo 0]
*ClientID  mattx_80391241 c o
* Host matt:4/ 127.0.0.1
® *Port 1883 3
Username
Password

SSLITLS true O false

Connect Timeout (s) 10 3
Keep Alive (s) 60 :

Clean Session © true false

Auto Reconnect true O false

MQTT Version 50

Session Expiry Interval 10
Receive Maximum
Maximum Packet Size

Topic Alias Maximum

PAISTE Lass Will and Testament #434§ Last-Will Topic &&H offline, Last-Will Payload %&%

I'm offline, Will Delay Interval (s) iE&5 5,
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Connections } ‘ Back New

Last-Will Topic SHine
Last-Will QoS @ 0 1 2
Last-Will Retain true O false

Last-Will Payload ~ 1'm offline

JSON or
Payload Format Indicator true false
Will Delay Interval(s) L =
Message Expiry Interval(s)
Content Type
Response Topic
Correlation Data
AU EIRER, Bil_EA LA Connect REAAEIIEE.
REENBEIE—1RHF subscriber WEFIHIERE, HiTH offline ER,
Connections | . subscriber ¥ @ 2@
® demo@127.0.0.1:1883 s ¥ xt Al Received  Published

I offline

Payload: JSON QoS: 0 Retain Meta

test

{

“msg": “hello”
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EREAEE demo EZEFR, KfH—1 Topic A test WIEERBHER, XEERSEEFT, WOF
AW, Bf118EE subscriber EEIXE T —FKAEN I'm offline AIRIEHES.

X

Connections | hew Cole subscriber ¥ € 2@
» demo@127.0.0.1:1883 & Pow Bilesmomor Plaintext A Received  Published
® subscriber@127.0.0 Iofﬂme Topic: offline QoS: 0

I'm of fline
Payload: JSON QoS: o0 Retain Meta
test
{
msg": “hell
}

HMHERER

RENE—TUER Retained JHRS Will JHEESEEHAITER.

EPm A RIBHRRFIRERN offine, ZEIBEHES —TEHEBERFINSHETIRERE—

A/status,

HEFIR A EE, @ER Alstatus KIZRNEH online B Retained JHE, HEZEFIRITHER

A/status HURT{R, JEFREXZI Retained HEJ online,

HEFin A FEMAN, RAEBMEEDR Alstatus KIEANBTH offine FIEHR, HEITH T LEEDAY
EPIR=5 EWE offine JHR; MREIEHEIRE T Will Retain, IBALLITUNRAFEITI Alstatus

FENEFIR LS, HISRKREINER offine FIEIEHE R
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Keep Alive

HHLBE Keep Alive

MQTT thil@&T TCP iz LRy, T TCP WMXMNEEANSME, EEENAZE, RHREE. BF
MFTMINEE. B2, EHDEAT, TCP ALl EEOM, MEFEER, —RIEE—FANEEESR
Wi EIR BRI, MBI —HRERIMKRALITE, AXMBERT, FERN—HAERTETTGE
im AL EYE, MEAXERIEKIZEIART MR, N7 BEEFERSHOBERE, MQTT HRMET
Keep Alive #l#l, {£FFimil MQTT BRSSZ:FIAFIE HRIZR S FEFEREE, MMXAXNEE.

MQTT Keep Alive B9l TE5S {EF

B Keep Alive

EFIRELIZEN MQTT Broker RIERE, REFERBERMINEAR Keep Alive FIZLEFERIRE N
3F 0 B, ®MAINEBRENSEER Keep Alive #l#ll., Keep Alive 73 0~65535 KI— TR, AREF
I AR IEFR MQTT 1Y B2 (BRI B KB fRAT 8],

i Broker {EIWEIBEFIINEIARE, RMBFTXIRRI Keep Alive FERIIE, MRH(E, 1 Broker
BEEA Keep Alive 1,
MQTT 5.0 Server Keep Alive

£ MQTT 5.0 #EH, 35|NT Server Keep Alive M1, 71F Broker RIEEHMITMERE, %iF
EREFIMERPHETN Keep Alive B, HEREBEXTE. MR Broker ZEREZXME, WFEEWH
EIRBEEERIAE(CONNACK) # Server Keep Alive FERH, ZEFimtNREEEHIASHIZNG T
Server Keep Alive, NIFEFERAIZE, BEBCZAIHY Keep Alive BI1E,

Keep Alive Hl#Ii7TE
EFiRiRE

EEERILE, BERRFERR, BSEEMR MQTT MINERNAEERAFEE Keep Alive KIE, 1R
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MQTT AIFAf
EZEPImESGTERIRT, FEAIRIZENE, MWAMAIEX PINGREQ HiXEl.,

HEPFim&RIE PINGREQ X E/E, Broker @AJUREI—T PINGRESP #Hi{&, MREFFIHE—TAE
HURTEA, JRBWEIARSSE:69 PINGRESP X &, MIIRPASRIFEFER. & Broker EZ T4, =
FLHMTMEEEE, XMEHME, B IRN =X H S REE,

Broker 12

RIS, Broker tIRSHETE Keep Alive B 1.5 {SEHEIA, WEIKEZEFIHIEEE, NEIAR
EPiG 7 BREZEHIMN T8, A Broker @SR IHAIEE,

4Nk Broker WE|TREEF IR PINGREQ 1Y€, FEELIE—T PINGRESP tHYE#THIA.
B imiE a5

3 Broker BRFEFEREN, MIRMNNEF AR T BEFMIEER, N Broker REMNEF imikE
Hl: RXHIENFEER, RARSEFPIRELMNER,

XMFIRIE T BEFIHASER Broker BEENFER, SBIAEHTERE.

Keep Alive 5iBIREE

Keep Alive BEXRIASEIEERESER, BIBER, REFKECHEIMELIER NI BAE=
7‘3_0

WTE, ZEFIHERMIZET KeepAlive N 5 ¥, HEIRETERES., BBAZHRS2: 75 # (1.5 /&
Keep Alive) AKRIKENZEFimfIERIIRSES, El&@E last_will ERUKIX Payload A offline BIEIEEE .,
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Connections ck New

* Simple Dema@broker.emax.io:B0B3

* Sensor 1@broker.emqx.io:8083 MutoReconnect ) true @ faise
MQTT Varsion 50
* Sensor 2@broker.emax.io:8083

& MQTT_V3@broker.emqx.io:8083

© MQTT_V3_Publish@broker.emqx.io:8083

Last-Will Payload ~ offline

WMl E EMQX HfER Keep Alive

£ EMQX 1, BFRAMBERERBENX Keep Alive HlHIMNTH, TEREFERA:

1. zone.${zoneName}.server_keepalive

2. server_keepalive £ BRAME EBE I

MREEREXME, N EMOX SIRBEFIRHEIEEZINM Keep Alive 1B, FKiZH Keep Alive #9717
y\jo

MRIFETIXME, W Broker 2341% zone THEHFIBEEE, EiHlSH Keep Alive #l#l, FEHREFEMR
XNME, BEEFIHEZRERPNE.

1. zone.${zoneName}.keepalive_backoff

2. keepalive_backoff 8 BHAME F=%X 0.75

MQTT 1/MYXFEXK Broker £ 1.5 f&§ Keep Alive lE]A, MRKBWEIZFFIHIEDINNE, MINEE
Fumbr 7 .

ME EMQX A, EAISIATIEBILRE (keepalive backoff) , HEXNRFEIEERELRK, HEM

FERENIZE Broker i Keep Alive 1759,
EINRILREG, EMQX @ TEN AR RITE & ABIRAT(E:
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MQTT AI71F#
1.  Keepalive * backoff * 2

backoff BAIMEN 0.75, BEULERFPMEBZEENIFR T, EMQX BITHTERE MQTT 1Rk,

BZRXAFIEFES I EMOX BeEXH,

WebSocket #EEITIRE Keep Alive

EMQX XIFEFiIHEIY WebSocket AN, HEFIHEHR WebSocket KitiEiZly, RBEEEEER
FigE I keepalive BYEBIR], BAN{FER WebSocket & MQTT RS2,

N
ok
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https://www.emqx.com/zh/blog/connect-to-mqtt-broker-with-websocket

MQTT AIJZFM

REHR

H4 8 MQTT REER?

EHELEMEEN, W3R Retained #FICHIRE RN true, NIZEEENE MQTT HHREEE (Retained
Message) . MQTT REDBENENTIEFEMBET—FRBER, UAHEEERAET EENEFIHEL]
155 REBS T AT IR ENZE B

ATE, SEPIRITEERN, MRRSIGFELZEDCRNREES, NZREHESIBRILAIAELSRZ

P,

{@} sensor/1/t1 @
retain
Publish "msg 1" at 10:00 MQTT Broker

g

Retained Messages

{Ait{ER MQTT REEE?

AmITAER BAEIDERNERMESITAE R, BER, BEEE— RS, BNTRELEEN@AHE
BRER. TTHEONKENEERERRTAHEMANLAMER, XERLEGSPMTET NME,
ERREEE, MANTHREEBIEREGONAS, MABESFIIATHARATE, Hia0:

o HERBRFMNWASREEZENASLIR, BREHIHEETE LEEMEERMENZFIVIAE:

o (LR FIRMFBHEIIRAK, ERITHERSEEITRGEIERENEIRHIEE;

o RZREBINRAS. FISEFATELELENREGE, IELERAT—FREBESSNEENMEITE
=P
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MQTT fREZHERI(ER

EEFEH MQTT REBEE, RETHEAHINE Retained JRSIBER true BIE], 3ETRBENIAFERELN
BES MQTT 5.0 EEEFIHTE - MQTTX R4, SERWEER MQTT REEE

FTH MQTTX U, Tt New Connection IZHIBIZE— MQTT &%,

¢

Connections ‘ New Collection ]

[ —
2 @
P & e
’I' rg'

No Data

+ New Connection

Need a Fully Managed, Cloud-Native MQTT Messaging Service? Try EMQX Cloud now! 14-day trial,
no credit card required.

BIETTEMT, HMNRAFTES—MEEBMR (Name) , ESERFEIA. Host 1EEIAJ EMQAX Cloud
RMENAHE MQTT ARSS28, ERSEESTMGE, _REA LA Connect IZHBIE MQTT EiZ.

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 48


https://mqttx.app/zh
https://www.emqx.com/zh/cloud
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Connections New Collectior

ERAINEEEETIES

paidy

Connections New ¢

B?C[;1'llnd Messages ...

Ba New

* Name [ | Retained Messages Demo ]

* Client ID maqttx_433e1b52
" Host maqtt:/ broker.emgx.io ]

* Port 1883

Username

Password
SSL/TLS »

Connect Timeout

Keep Alive

Clean Session

Auto Reconnect

MQTT Version

Session Expiry Interval

10
60

O true false
true O false
5.0

Retained Messages Demo

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N

v @

Plaintext

Payload:

JSON

{
“msg":
}

nqn

Qos:

MQTT AIJZFM

(s)

(s)

(s)

BB DPRENRE REHNEL TAESBAEDER sensor/tl KiX—5

Received Published

Topic: sensorft1  QoS: 1
{

“msgt: "1
}

Retain Meta

49
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B TIERBNEPATA Retain #7318, FHEERM sensor/t2 KIEMFREBIER,

»

Connections [New Collection Retained Messages Demo ¥ & b 2 -+

@ Retained Messages ... {4 New:Subscription @ Plaintext All Received Published

Topic: sensorft1 QoS: 1

i
" msgn g mqm

}

2022-10-09 17:15:43:235

Topic: sensorft2 QoS: 1
{

"msg": "1

Topic: sensorft2 QoS: 1

{
"Illsg" s Mw

}

2022-10-09 17:18:48:474

Payload: JSON QoS: 1 '0 Retain Meta
sensor/t2
{ €
| "msg": ngun
}
ARSI TIEIA[E]AY New Subscription $ZHBIFEITIH.
® [ "
Connections | New coueu;on} Retained Messages Demo ¥ &) (h 2 -
> ® Retained Messages ... * N@'éu;smu'“;ﬂ @ Plaintext All Received Published

Topic: sensorftl QoS: 1
{

"msg": "1"

Topic: sensorft2 QoS: 1
f

“msgh: “1"

Topic: sensorft2 QoS: 1

{
"msg": ngn
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W, BANTHEBENEDR sensor/+, ZBEEFERIESICAEER sensor/t1 K sensor/t2,

AT ERNTEENEZHT, FEEEETRIRMER MQTT EH5 BN,

New Subscription

* Topic

sensorf+

Color

At most once HET4940

Subscription Identifier

No Local flag

Retain as Published flag

Retain Handling

Cancel Confirm

&E, BITESBFNZITHEERINKEIZE —KIREEE, sensor/tt I @EHE KX sensor/t2 BIE—5IRER
SHEHARKE, AT MQTT RBB[BRENBITEAFMET—FEZER.
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»

Connections New Collection Retained Messages Demo v @ (h 2 =

® Retained Messages ... e i Plaintext All  Received  Published

I sensor/+

Topic: sensor/t2

{
llmsgn g wgm

Topic: sensor/t2

{
"Illsg" s Mow

Topic: sensor/t2 QoS: 0
{
Ymsg-t “2%

}

Payload: JSON QoS: 1 .0 Retain Meta

sensor/t2

{ €«

[ “msg": "2

¥

&2

XF MQTT REHEZHN QA
MEF—RER R RREER?
SEFPIHITEATAEREBEENEDE, BSWEIZEINREBER, ATETHERNREBINGAAIEES

EREHEE, FEIENE, EREHEERHINTHER, BTaREREES. BREGRBHEERTRE,
BiTZER, TRIAREES.

WTE, FHATITRER sensor/t2, AFMZERRM—FERBES, KITRRIZEIKE—FER, B2
izlﬁlu\#Z:zE'f%ﬁn\ﬁlu\o éﬁﬂ]ﬂﬂjg%l/(l—_l—lﬁl ﬁ E?ﬁl]—lyﬂ sensor/t2 35 ﬁEj" ﬁEﬂu&éUTmumUEﬁEq{%%
5%’%\0
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~
@

»

Connections New Collection test ¥ © () @ e

o Retained Messages ... Plaintext All Received Published

e test@127.0.0.1:1883

Topic: sensorft2 QoS: 1

Topic: sensor/t2 QoS: 0

{
"lTISg“ L Ll
}

Topic: sensor/t2 QoS: 0 D

]
"msg": "1"
}

Payload: JSON QoS: 1 @ Retain Meta

sensor/t2
{

“msgt: 1%
}

FREHBBRESA? MaER?

RSB[BRASABITERRTFEN —FZREHES, REBEHENRENESRSHFOREGTX. ERSH[RE
REHEBEFMEEARE, I MQTT REB[BEBREREIZER; EFMEME, WRSHESRREHEEMN
REFHE.

REHESAFRERSIRT, EEATETZIEN—#2. BN, EMERSTXTMREERNRIEE
ZR, REHBHOAZEMER. MERREESEUT/IMEN:

® FEFIFEENTEIRIE—T Payload AZMREHER, RSIHEMEMFXTER FRIREHER
® 7 MQTT ARS5=3 LMIBR, bl EMQXMQTT ARS528%21H T 7E Dashboard _HIBR{RERH SAITNEE;

® MQTT 5.0 i T HRITHERES, RKHNAERZETREHRBNTINE, FMEHRRS R
BHR, #HRBEEIHAEE B Mk,
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EMQX B MQTT REER

EMOX B—REKTHEBTHINAIMR MRAMEN MQTT BRS53:, B 2013 &£ GitHub &KMFTIR
FRASLASE, KB 7TRE 50 ZPERMMEXA 20000 RREWAFIIZIAR, BRitEEVEMXEIZ
HEI 1 128

EMQX 5.0 fRAEET— 23 TEmERBART 112 MQTT &EE + S8 100 A HESM, X(FES
EMQX 5.0 BN BRIALESREET RN MQTT ARS2:.

EMQX 5.0 X#FERNER Dashboard HEZE. IXRERBHEE., BMEBAIEE AT T Docker L%
X EMQX 5.0 FEBRRHITIARE

1. docker run —d ——name emqgx —p 1883:1883 —p 8083:8083 —p 8084:8084 —p 8883:8883 —p 1
8083:18083 emqx/emagx:latest

EMQX LERING, [EANEEEI5E) http://127.0.0.1:18083/ ENE[{ALE EMQX 5.0 £%f Dashboard,

TINAF A admin, X public

EFHINGE, AIELMIZEE System —> Settings TSN ERIES AT, A FE, 7l ST IheEER->MQTT 3
BEEERBIVERIIR, RINWAUEEREEEN Payload EMRFEZFREER.

[ ycow + | O @ edmin

EETH
IR opt: From Client ID BRI
BERR mattx_01207cb8 20221009 18:05:54

2022-10-09 18:54:14
iR R

[ 20221009 18:54:14

2022-10-09 18:54:14

R
1]
AP B

RE
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https://www.emqx.com/zh/products/emqx
https://www.emqx.com/zh/blog/emqx-v-5-0-released
https://www.emqx.com/zh/blog/how-emqx-5-0-achieves-100-million-mqtt-connections
https://www.emqx.com/zh/blog/an-easy-to-use-and-observable-mqtt-dashboard
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RERBEETHNIRERS, AJEE EMQX X¥57E Dashboard FIREREHEBNFMEEER (REFHH

2) | BRREERH. RBEHESEVRHEEFSH,

HEE

ERED

ERHTE

ThiaEs

BRE AL

TR R

frie- )

B
BEIET S NIEE RFHE

Storage

T
WEBEE

Storage

ram

SRE QR
Max Retained Messages Max Payload Size

1

fid. Bkt

0
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TR /M R

MQTT 5.0 ZBURY “i&R/MWK”

MQTT BURMITENE, EESRNAEETNIRKETEMEE, MIUHEE ARSI EE, (EXBHERT
— e, BMERERT QoS 18 2 MHE, Rminth RBEMIRIEREARS IR, MITERBTT N
KEBRATHE, AT -EIERTG LN, KL BENENHNINTER. REERNMER,
T FEIR A EKIR B AL

£ MQTT 1, AL, RAFZBEERNARADEIFEREBENMEER, RETHRERENERER
MR 3 RURENGR BN, XtE MQTT 5.0 ZBIRIE i iE R AME.

BEXNARP, WNFEANTIRARE, TERFMTE., SEESIMTRMERAR, HFREETH
HENIENER, ANAEBERGHSWEImN, FEENTEIHINESRETEC:

Requester 2 Requester 1 @ EMQX Responder 1

REQUEST = g
[ RequesT =
Topic command & :
L. ‘"~ | Topic command |7
i [.] f
§ RESPONSE =
RESPONSE &
€ Topic result |7
| Topic result 1 L]
[.]
RESPONSE =
? | Topic result
]

Request / Response Before MQTT 5.0

FHESZMEKRAN, F5HIMMNSEELA 6™

ERBEARDMEAINBERX—OE, EXtWSHENT ArEETENENIM, XERFPEENTE
[ EIRENEEN TEERAIBM.

NT R EEER, MQTT 5.0 3IANTIIMNERR (Response Topic)., *Ex##E (Correlation Data) F0[
[{E2 (Response Information) XLEFEM(E MQTT Ha9“iEK/ ML MFEFEL. FSEK.,
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MQTT 5.0 B9“ER/M@R”METE(E?

el Rz 3 R

£ MQTT 5.0 A, BERARTUEIFEKEEPIBE—TBHEMNIN ES (Response Topic), MR 1R
B RKNBREUESIRERS, @EKRPIEFNINNEBLFBIMASER ., WRIEKRFGITHE T MmN EH,
BLAMEWEIA ,

Requester 2 Requester 1 @ EMQX Responder 1
(2
—_—
&

Subscribe result/to/1 —

Subscribe result/to/2

REQUEST 1

Topic command : REQUEST 1
Response Topic  result/to/1 —

Payload -]

(" RESPONSE 1

RESPONSE 1 = e

Topic result/to/1
] Payload
REQUEST 2 ]
Topic command REQUEST 2 B
: Response Topic  result/to/2 —_— —
Payload []
: RESPONSE 2 =
RESPONSE 2 ( :
= Topic result/to/2
: ] 3 H Payload

BRAALEBECH Client ID ERMNERN—EB7, XANUBRERARRIERSAIVMER T 1EE
OB A RIS AR

KRB

ERF BRI ATEIERPIETH REXEUE (Correlation Data), MRS RN L A4 < BXEUE R E A EhihR
[, KT EL AT AR BI0E R A BRI RIAE K .

X AT BAB A NG R 7532 B G KR IR B M 35 & B T WS EZM A SEER T E TN (QoS0) i, &
KA A ERth R BRI 5 RIGTER.

A—HHE, BRATEFTESSTMNLRE, ENHRNELFNEHNRFNSMEEIRE, RREEY
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PAEE KA SOT R —aR £ e EIEM S M RALG F45 IR BRI,

@ EMQX Responder 2 Responder 1
P —>:

Subscribe result

REQUEST 1 [

Topic cmnd/to/1

Response Topic result > ' REQUEST 1 =

Correlation Data 123 : [.]

Payload

REQUEST 2 |

Topic cmnd/to/2

Response Topic result & REQUEST 2 &

Correlation Data 124 [.]

Payload

RESPONSE 2 (i

RESPONSE 2 ] i Topic result | ___
; — — Correlation Data 124
i [ :

: RESPONSE 1 ) Paylost

RESPONSE 1 e Tapic rasult
& . Correlation Data 123

[.] Payload

MU EER/MAAZ RS, MQTT RSBIFASMNERR, XAMBEHTEATER, ENERERLN
B,

Me R {E 2

HTFREZR, MQTT RSImEEZREIE P iR UK BAITTRIEIER, BRI e E — R aNE R
&, ELERIEBSHATTFNZEBRNIR, HWITERIEMAL A @00 N £ #UA HE SRR .

FRLA MQTT 5.0 #3| A\ TIIRN{ZE (Response Information) /@M, &@Z7E CONNECT R ISR
[z{Z B (Request Response Information) FRIRFHZRERN 1, BFUHA IEKIRSIHTE CONNACK R H
RENMNER . EFHA OGN ESNASEANN EBNEMSESR D, WEBED RS IHIRIQE
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CONNECT </> |
Clean Start 1 ;
Request Response Information 1
[.] ‘
=

CONNACK </>

‘— Response Information example |7/

' [.] 3
REQUEST = §
Topic command g
Response Topic example/result/to/1
Payload ‘

MQTT HRH—FAEXESNET, LEAIMNESNABHEINARE P in i ERIEE (S S eI Z M £
&, B ERRSIHFNE FiRA LI A BEB AT A E . BI40, ARSIRATINERIMAES “FRONT,mytopic” BX
ERBNEFPFER)NEFRD, ETRZEESIEMNERFNUE, BrIUSEFIRRINOE

EAMERIZISER D, ABERIMAESR “mytopic” {HBRIZIFERDHNEARS,

MEEREZENG, BEIREATERPER, BAIHUMNUIE MQTT REIWEIREMEAFR 1D FAIE
WVERIRE, EFHEA—EMZAF ID (EAMNEBIEELSE. MQTT RSEAFTERFRXILEESHEE
MNSENE G ERARA, HAEZAF ID FRNEBALBMITRREIR,

MQTT “5&3R/MkL” F{sE AN

MTFRE MQTT HER“ER/MDA” A —LLER2IY, EREXERIGHB TR & ESTHE:

® MQTT #) QoS 1 5 2 REEMRESEIARSIH, MRBEMNERZTENAITRGG, =IEBIE
K /MR L

o TERIFERANTINMALFMAG ST ML,

o TR{RMIN SFIE KA IMAE L MFIT ML EBMAHER, MIN{5E (Response Information) B LAZE
BEATI R ST RE SRR £33

o HFEZMEKRAN, BRAFEFEAFRNIMNEANERIMNIEE, A Client ID fEREMA—EF
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o FESZMMNLHN, BRAORIFAEFTRPIREXKLE (Correlation Data) IXRMIRIEE .
o RFHBLAMERBER/MA", REEEERNNRRERIREMN EMENA, XA INFEEE ik

METHCBSHERREEESRER, NEMEELSBER.

Tl

ETRBAVSER MATTX EAERFTEEFENE A EH ERIN TR,

LRATF MQTTX, B%mE 2 MQTT BRSE RE—TEFIRERBTRUFN, FHITrmNER

state/light—in—bedroom/power:

New Subscription

* Topic

stateflight-in-bedroom/power

Color

At most once #234DDA

Subscription Identifier

No Local flag true @ false

Retain as Published flag true O false

Retain Handling 0

Cancel Confirm

BIZ—NE P ImERB TEDEEET, FITRIEKER cmnd/light-in—bedroom/power:

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N
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New Subscription

* Topic

Color

At most once #1CAC98

Subscription Identifier

No Local flag O false

Retain as Published flag O false

Retain Handling

Cancel Confirm

EIENEREFIR, MIEREE cmnd/light-in-bedroom/power &% —&XI8E T MM EBMAIFFATIES :

Connections phone v @ O 2
® phone@broker.emqx... | + New Subscription | Plaintext Al Received  Published

@ light-in-bed b...
IS amne Istatel\igh(finfbe... QoS0

User Properties +
Key Value o

Content Type

Payload Format Indicator C’

Message Expiry Interval(s)

Topic Alias
Response Topic state/light-in-bedroom/power
Correlation Data Eorrelation Data

Subscription |dentifier
Cancel Save

Plaintext QoS0 Retein | Meta | o

cmnd/iight-in-bedroom/power
oN «
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AN E PR, FATATUERRRCERRET TIMNEB, BAEZTE, FHNHAIREESERR
1THFTHRE, RAERBIHNEFASES XD R0

Connections light-in-bedroom = @ y @ e

% ® phone@broker.emqx + Now Subscripli Plaintext Al Received  Published

o light-in-bedroom@b
Topic: cmndflight-in-bedroom/power QoS: 0

| cmndflight-in-be...

Response Topic: state/light-in-bedroom/power
Q] ON
Topic: stateflight-in-bedroom/power QoS: 0
(]
Plaintext QoS 0 Retain Meta -

stateflight-in-bedroom/power
o

ERE PR REILL M, HEARFEWAEBRAS, BlIgesMENETE2mIntIF:

Connections phone ¥ @ By @ e

“ & phone@broker.emax... + Now Subscripti Plaintext Received  Published

e light-in-bedroom@b.

t-in-bedroom/power

Topic: stateflight-in-bedroom/power QoS: 0
ON
Plaintext QoS0 Retain Meta -

stateflight-in-bedroom/power
o
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RE— T FERBHNRA, REATUSTUEMAHERE NN ENRE, AREXLERR M ZNERT
BEREBAMMALERR,

B, BAIE emgx/MQTT-Features—-Example INE AR T “IBK/MIN A Python RIS, fRATLA
ERSZE,

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 63
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RAF R

toa—RRAF Rt

FEFEM (User Properties) EX2—MBENXEY, R/FHAFE MQTT HERINBSHNTTEEE, £
TIMIBEXEENT TEZN AR

EH—TAFPBEEXA UTF-8 i/ EXNEAAM, HAEERRBMFRPEE, REFTBEIRANERX
N, FILMERZRAENAFEERE MQTT JHERMTEE, FERME. MQTT BRS=3MITHEZ
BEEESR.

MRIRAE HTTP HMXAIE, 1ZINEES HTTP 8 Header HUERIEE LM, AR BMERATAFY
‘R MQTT thiX, FEAINEIAEMREEBNMN S, RNAFPREZHBFEXHN, ENRNXAFE
MBETX,

At 2 BEEBRAF R

MQTT 3 MY RItEENTRE, AP RMESIMEN THRRXTEE, EXFEHBRRERELES,
HfR T AP RIY RALEYAIIIEE.

MNTIRFNEENERERRE, APREFIEEFP RS MQTT RS ZE, SEZFIRNEF i (6
RiE, EEREFPIRTEERFBME, REEE MQTT RSB LER, TEEEFPHPEK. MRERE
HENMMEEERF,RYE, NWMEREEEFIRTEEK. ERNEUNTRMAFEERE.

EEEPIRNAF R

YEFIHS MQTT RS BREELEIEN, RS v AL E X F—EFEH B el UER RN TTHIEEE,
BFEM, HEERINE, MQTT REAUEFNEERAIRNEBXEEHRTER, BEEEEF IR
FREMEKEHT MQTT RS2

HERTHHNRAF R

HERTNHNAPEEAEZRBRANERN, BAENIMEEF RS Bk BHTTHREERER, &
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WMeUAEABRRIN—LEENNER: HERS, MEE, X4, EFHEENBBEEEREM.

fR AR AN ERNAFBMIRES, ERIMUTEITE Topic B, BUHITHIN, WifEENEERFEM.

RF BErER

p4dic |

MQTT 5 NAFEY, AT BRAEREHITXHER, MARKZAN MQTT 3 FEEEREERIAR
Payload H1, AFPEMERRENNAN, XBEREXHAT RGN Z#HE, BAXGRTSEERP
[BIEH, Flan:

1. {
2. "filename": "test.txt",
3. "content": "xxxx"
4. }
A IRRT

HEFPImRERE MQTT IRS%8E, FTRNE iR, #NEFaRARFEENRNANEEEREE, H
BEENRAIRIFEE LEENER ., TR —EEFPIREDMENENME T, bl g A iRE
RIERVHEAEINE JSON By, 8 B ANIRERIZMNE XML 89, LSRR SFEWEIE S G RERE——
HEATHIBRAIXILE, RIS ERBITRFHITEIRRENT .

LR A T REMENBMTERE, FATPIUABRF BERERNEESIVERTEER, SRS
RZWENERE, PJMERRP B PRHATEIERFTERERITIRE. FEIXE A EFIRITEIZ
WEIREXE B WEFImEREN, LEEIRENFRSTENERIRE T IXEE, MMERERRERT
AEAE.

{

"region": "A",
lltypell: IIJSONII
}

oo oo
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Ll

# Type: JSON E Type: XML 1
1l — =t
Region: B

Region: A

MQTT Broker

HEEH

BAVERI MERR P BIERMNBERANEH. LR, FEEAENAZNTE, 8TXEEFES
AEIEE, STRATERIIE—MRKEFNER, BERAAFTERLEHTINNER, Z—1TRSH
B XL RITH FFME Lt MQTT RSHFFTMNBE LIRE S FEENAFBERBEFEE D RE
FHENARATERTEENRS.

—_

{

2. "type": "real-time",
3. "timestamp": 1636620444
4. }

Timestamp:

- 16366300000 ‘ |
) >
A Type: Store ‘ ~ | . /\J

Real-time

MQTT Broker

Timestamp: ——

o
16366204447 |
—
Type: Real-time _

Database
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EEFETEERFREK

AL JavaScript FEAGI, FH MQTT.js BEFImRHITHRIZ.

AR EEEREFIRNEIEE MQTT #9kRAS protocolVersion /v 5,

R

-

HATEEIERAY options Hi%E properties B User Properties /B, 7N type 1 region &L,
BERIE, MQTT BRBJ[EVEIXTAFEEXNHNER.

1. // connect options
const OPTIONS = {
clientld: 'mqtt_test’,

clean: true,

2

3

4

B connectTimeout: 4000,
6 username: ‘emqgx’,

7 password: 'public’,

8 reconnectPeriod: 1000,
9 protocolVersion: 5,

10.  properties: {

1. userProperties: {
12. region: 'A',

13. type: 'JSON',
14. L

5. 1

16. }

17. const client = mqtt.connect('mqtt://broker.emgx.io', OPTIONS)

EHHE

ERANERTHERE, RMERNEETRERFRER, FRRIMESIZK. & publish REH, HiIEk
& user properties B, FHAEZBUESRIREFITE packet,

1. client.publish(topic, 'nodejs mqtt test’, {
2. qos: 0,
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retain: false,
properties: {

userProperties: {

type: 'USON',
I3
2
10. 1}, (error) => {
1. if (error) {

3
4
5
0. region: ‘A,
7
8
9

12. console.error(error)
13. }
14. 1)

15. client.on('message’, (topic, payload, packet) => {

16. console.log('packet:', packet)
17. console.log('Received Message:', topic, payload.toString())
18. 1)

LR BAERER R ELTENFMmE TR RN RECENAF R,

packet: Packet {
cmd: 'publish',
retain: false,
qos: 0,
dup: false,
length: 56,

topic: '/nodejs/mqtt’,
payload: <Buffer 6e 6f 64 65 6a 73 20 6d 71 74 74 20 74 65 73 74>,
properties: {

userProperties: [Object: null prototype] { region: 'A', type: "JSON' }
}

}
Received Message: /nodejs/mgtt nodejs mqtt test
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Flinl=

22 EM57

E@5I# (Topic Alias) & MQTT v5.0 FFIIMANS EEE (topic) HBXEMFIE, EAFRAFPRKRERK
ERKEERNEBRRREEN—TRFDEECKERA TR RNNERER.

EE—MNEHEN, HBENBUTFER, 4RFE7E PUBLISH IR A TIRLE S, FHEEIRNEAS, &
5% CONNECT R F1 CONNACK IR “FRAFIBZRAKE"BHEMRT, REALBTZES, FEEH
2, I AERLFMRE R NRIEEE 2 TR,

At A EREEHR

HEfER MQTT v3 XET, MMREFIRER R EERPREERMAEHRERNES, BRATES—5 PUBLISH
BXPENBENERR, MEN T EFIHNRS KB EZRRE, BN TRSENS, SR
HEEBERN UTF-8 FIRFHEITHENT, MEXNTERIFRIPRE.

REXFENGR, EUE A NEERRRSREEEERS:

® {FM /position/A/temperature {ENZIEREEBNER (KE 23FT)
® {FM /position/A/humidity {ENIZIEEEHEEMNED (KE 20 F7)

FRESIRETERIN, ZEHET PUBLISH X, MEER IR XTELEEINESFRXBEIW
Z&%. EMEMAEF MRS InZ BFIMIFRIERRS, WRSIRKR, EXRTLEAERSEAT
MAEHE, YETEFENSFER, BERRFNERRFTSEATEN, XEEM T ITERIRIR
=

LERHER MQTT vb RIEBAI R4S, MAINBRERERERE, SEFRURSHELMINERS, B
FEBRERKNBERT, EREFANRAINEERERPEIRRFEEERERN 2 F1, BANREAIT
BNGEEHRERS THEFHBNEER, T ELIRNRSIHERXETRERNTER RS T —

ERTL,
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SHER A7
FEFEERABNEREE

ZEREFPIRRS IS BEF, BEaRBNERTENRTHRER. ERNAERERXERER
PNBRBEENEU TR B<=>TWRMII KR,

FREBIRH/AE (Topic Alias Maximum)

£ MQTT EFImMRSIHER DB HTEMERR, FENTUMERANRAERLZRKEH#ITLUE.
XERME B IIRIGTE CONNECT RXH] CONNACK IR ASERL. “FRARIZHRAEHIE RSB NI,
AR TR EE/RISTE CONNECT 71 CONNACK IRAJRIZRIRAH, ZEFURAY CONNECT R H"Er/T5|
BRAE"ER T AEFPIHELREETRSIHI NERNSRAEARIZHNE; BFM, RSIHAEN
CONNACK X, thEIULERET SpEESRNE (B TN ERNEAREEFIZHE.

MQTT Client MQTT broker

CONNECT topic_alias_maximum = 4096

CONNACK topic_alias_maximum = 2048

Rim & BIREN IR MERNRA TS5 BHE

RESEREERE
EPim (SBRSSIm) &% PUBLISH iR, AILAERRIRAMIEIER D, A—TFT, BN ox23 #9tR

IRFFERE TR 2 FTREEAFIRE.

BEFRNBEARTFN O, UARTFATFRSBIH (BFIH) &1XH) CONNACK (CONNECT) IRXAHIREBENFE
DR BRAE,

MmN E A A R EMIFZ TR PUBLISH R/, FEIEHHZHMEBRNME KR, Lt
ZE&RZER PUBLISH R H, ErRILMXAKE 2 FTNETFRZRMER, NG ERBE 2EiIIrE
BRIB<=>EMBAMGI X ARLIEHEFNER. FEATX—MEXRZBANRIRS B4, MNEP RS RS
i A] AMEREERNERA 2 EREMER,
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MQTT Client MQTT broker

PUBLISH topic_alias = 123 topic = “/position/A/temperature”
payload = “temp_degree = 23"

PUBLISH topic_alias = 123
payload = “temp_degree = 22"

PUBLISH topic_alias = 123 topic = “/keep_report_temp”

PUBLISH topic_alias = 123

MQTT Client 5 MQTT Broker 93Ii&& topic_alias

ERRIZENEEHIZ

PUBLISH R X {ERNFEMAZEMRELBIRIRPRATIRE, EINGHRBIILSGI AR ZEED
FHABHMEXR, MLEFRXWATTRLPFETRFENT, MNinBERSSERER (REASON_CODE)
79 0x82 [ DISCONNECT R SCHfFF W4 EHE .

MQTT Client MQTT broker

PUBLISH topic_alias = 123 topic = “/position/A/temperature”
payload = “temp_degree = 23"

PUBLISH topic_alias = 246
payload = “temp_degree = 22"

DISCONNECT reason_code = 0x82

{ERAREIIIRET K R ERH B

EEXIIIE

HXImELRIEARERFE PUBLISH IRXEIE T — M EEBIR<=>FMAAVIREI X RS, PIMET—X
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/23 PUBLISH ik XIS {EARFNERH B ENIF=NETRRREFTX T EAH R ER EHERZAMRGFT KR,

MQTT Client MQTT broker

PUBLISH topic_alias = 123 topic = “/position/A/humidity”
payload = “humidity = 57%"

PUBLISH topic_alias = 123
payload = “humidity = 59%”"

PUBLISH topic_alias = 123 topic = “/keep_report_humidity”

PUBLISH topic_alias = 123

MQTT Client 5 MQTT Broker % 3B HE5R X N A FERZ
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B ERSASRE

4R 8T8 (Payload Format Indicator)

Payload Format Indicator & MQTT 5.0 5IAB—1E2#EM, AFER MQTT RXHPEREFTIE
. {8 CONNECT. SUBSCRIBE 5 UNSUBSCRIBE {RXHBEREHFTNERAMEETEAZTH, FTAZRR
£R%E PUBLISH XX F] CONNECT X HHEIEEEFEFPEBARETNE,

R Payload Format Indicator BY{EA 0 HERKBEEXTEY, RAINBERBFEBARIEENFT TR
MUNRZXTEMEER 1, WRTEFBERHETE UTF-8 RIBHNFHEUE.

RATHRIREELFRETEMASTORR THRERRHEIEN, AIURSEIUNNERRHEEEE—
TEBE UTF-8 FiFsh, BRFBEATNEMNNABERDRATTHE. TEEREX MREXN RS IR
KA IENI LR B EN SN, XEEE—THIZAITH,

Topic demo
Client ———  Payload Format Indicator 1 ——| Server
Payload Hello World

H4RAEHEE (Content Type)

Content Type th@ MQTT 5.0 5|IA\M—1E#fEY, 5 Payload Format Indicator £, BERH#{XE
£F PUBLISH X1 CONNECT IRXAEIEHEF.

Content Type KYER— UTF-8 RIBNFIFeEH, AMERNAERNAR, XaJAH R IR T a{E
BTN ARERREREME, flal, HENREZE— JSON MR, B4 Content Type AJAKIREN

"jSOﬂ"o

BRI FABENEFATTEHRERNERINAE, HHENEBMERIRESR, REGAZERXTEE
RIMPHRATNRAEEER, ERAFTBXTEERI R IthiE R AITHE.,

FRA R EZ W IRAETSIRAR, MREZER A “cocktail” iR JSON KA, BR T ERIEMALENEL,
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BERNEHZFEHEHN MIME EESRIEREENS, Bl application/json. application/xml &3,

Content Type HEREXIFZMEAERENGRPEEER. LWNSBAIERNRRGPEANHREE R, B
RFIEER png, gif, jpeg FHMMEI, WIS ImE R &R IZA —HHIEHERT XS N A E FA8TU?

£ 5.0 ZHI, BEESEFEETTHEEEFEX, LU to/userA/image/png, 1EZE /A, MEEZIFHIE
AIEICROIE I, RAPHEBHRIZMEMR, ME 5.0 F, HNIRAFEIE Content Type BHIRERN

image/png E[A],

Topic image
Payload Format Indicator 0
Client 1 _
Content Type image/png
Payload PNG Decoder >
AN
Server
GIF Decoder =
Topic image N
Payload Format Indicator 0
Client 2 —
Content Type image/gif
Payload

Payload Format Indicator 5 Content Type WhZi—itE{E N3

Payload Format Indicator 1 Content Type E&EEEAER, TEEUATHRIINNAIGR.

JFFITEIRR, A IAMRHE Content Type EIERVERFIBTE BRMNABMNIZE UTF-8 FFHIRE #
%%03E, FTLA Payload Format Indicator BMHEIEX K,

A FRSE R, HARTEE Content Type FIMENES X, FRAMREINIFERSIHNEHENEX
HEESTE UTF-8 RIBHMTE, mMoJiEE) Payload Format Indicator &4,

R

1. 1& Web N8 LikE MQTTX Web,
2. BIE—1RAN pub NEFIGEZEBTAMER, HFAERZIREN A MQTT RSB
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Connections < Back New Connect
General
“Name | pub [0]
*ClientID  matx_82b43524 c @
*Host  maqtts broker.emqx.io
*Port 1883 2
Gl Username
Password
ssuytis (I
No Data Advanced a

MQTT Version 50
Connect Timeout 10 (s)

Keep Alive 60

Auto Reconnect (D)

(s}

Reconnect Period 4000 2 (ms)
Clean Start (@D
Session Expiry Interval ] (s)

Receive Maximum

Maximum Packet Size

3. BMBEMTSERIE—1TRA sub NEFIHERHEM Client ID ERRIRITIER

mqttx_89e3d55e/test :

New Subscription

* Topic

matx goeddobe/test

At most once

Subscription Identifier

No Local flag O faise

Retain as Published flag O false

Retain Handling

Cancel  Confirm
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4. ZREMOEF pub BEFIE, S EBEEM Meta 3240, J§ Payload Format Indicator i2& 5 true,
Content Type X&)/ application/json [EE R mqttx_89e3d55e/test & 1H—% JSON IEXAVEE, A

JE18EH application/x-www—form-urlencoded F[E)[E—F A —% form REZAGEER:

Connections pub ¥ © 2
® pub@broker.emaqx.ic + Ne pio e Il Recelved Published

User Properties

Content Type applicationfjson
Payload Format Indicator true
Message Expiry Interval(s)

Topic Alias

Response Topic

Correlation Data

Subscription Identifier

Cancel
Payload: Plaintext QoS:| 0 Retain
mqttx_B9e3d55e/test
{ &

"msg": "hello",
“ts": 1693549143

d o

Connections pub ¥ @ D
® pub@broker.emqx.io \ew Subscrip “laintext Il Received  Published
® sub@broker.emqx.io

User Properties -

Content Type application/x-www-form-urlencoded
Payload Format Indicator true

Message Expiry Interval(s)

Topic Alias

Response Topic

Correlation Data

Subscription Identifier

Cancel
.
Payload: Plaintext Qos: o Retain
mqttx_89e3d55e/test
msg=hello&ts=1693549143 e
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5. JHRHH Content Type KR sNHEE KR GITHim, HLITHIRFIBAMRIE Content Type HYETSAL
REZN{al T Payload FREYAIS:

Connections sub ¥ @ 2 -
® pub@broker.emaqx i n e Il Received  Published
. s

| mattx_gge3dss..

"msg": "hello",
"ts": 1693549143

msg=hello&ts=1693549143

Payload: Plaintext QoS: 0 Retain Meta

maqttx_BYe3d5S5e/test
msg=hello&ts=1693549143 &

<]

6. [EF &%, Y% Payload Format Indicator I8 EH false, #I§ Payload BIRIBIENELN Hex, A

BN FF fEA Payload ABFH Ki%, OxFF 2— P EARYIE UTF-8 FfF:

pub v © 2

Recelved  Published

User Properties

Content Type

Payload Format Indicator
Message Expiry Interval(s)
Topic Alias

Response Topic
Correlation Data

Subscription Identifier

Cancel
Payload: Hex Qos: 1 Retain
maqttx_BYe3d5Seltest
FF &
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7. BRETPIE, EITHHIRESSEKE T HNNRILIEN Payload Jy OxFF BUHR, XE2RENET

MEEER, EMQX BRIHRIE Payload #&z:

Connections sub ¥ @

»

Payload: Hex Qos

maqttx_BYe3d5Seltest
FF

l mattx_89e3d55... Topic: mattx_89e3d55e/test

FERIHAE, BAETUMERAGLITIR MQTTX CLI RFEMM EIRIE, HANTATMER MU T H<LiTERM:

1. maqttx sub —h 'broker.emqgx.io' —p 1883 -t 'random-string/demo' ——output—-mode clean

REFANTHLSELATEERIZEE Payload Format Indicator #1 Content Type /&4 :

1. maqttx pub -h 'broker.emqgx.io' —p 1883 -t 'random-string/demo' \
2. ——payload—format-indicator \

3. ——content-type 'application/json' \

4. -m '{"msg": "hello"}

M EHE MQTT 5.0 & Payload Format Indicator 1 Content Type BMHERTSE, RIERTMATE X

E FRENEIN Python RAEMLE,
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HEITH

HARHZFITH

FERNITES, B8R —FER, MBELTENITRIFEHSKENZESNEIR. SEMTEIRIES
BETER LHSNEFRER, BINKBMNEKGEF—IDHEED REIEMITERPRDSEED., XME
THRE 5 AB B R HIIERERT,

Subscriber
22 O 2
Publisher Subscriber
EMQX e
Subscriber
FRIA MQTT 5.0 3IANTHZITEESME, BF1E MQTT REBIHe MEERISEITRNE iR 2 8ty s

EHR RS, ZRR, SBRNERTELPHRAZE—MTEN, BASTTERZITHANESHRZE—1E

KB EP—1TEF i,

Subscriber

Publishe [::] &
ublisher
EMQX

Subscriber

Shared Subscriptions

HETFERMUE EIRHER TIRERKEY BN, ERNAIMNNNESHNELE, THEFTRTSAHA
%, EMERZITRARPN—TELIRHITERIRERE, EthEPiRDATUSELEEE, ELEN
BRI LR ERTREIZE P ImAHE R .

HEITRME TIE

ERHAZITN, BMNAFENEFPIHRNEEABHETEEANR, RAFREIHERERMN TR TN
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FRAENA]:
1. $share/{Share Name}/{Topic Filter}
Hreh $share 2— TEEMRIR, UWERSZIHABEXE—THEZITEED, {Topic Fitter} NI EIKIEFREE
TR ER,
HHiB)#Y {Share Name} 2 — THEFIRIEEN TR E, RAHAPHZITRAEANKZR, RZR, {Share
Name} X PFEBSMIUE Group Name 5{#&F Group ID, XIHESERZIEMR—LE,

BEHAZE—MTHN—HITHRE, DIERERHZER, AL $share/consumert/sport/# ]
$share/consumer2/sport/# BT AENHZITHA. H—MHEERS S THZETHAERRT RS ILE
i, RSBHEAESTLENAZITHAFEE-TRELXERNEIE, REETEEEREZTA
ERERERENIEERR.

=3 ,
Subscriber
M
Subscriber
M M @ $share/consumer1/sports
Publisher
sports  sports EMQX @)

Subscriber

Subscriber

K¢

$share/consumer2/sports

B2, MMITHRNIELES {Share Name} 1H[E, HARTEN—ERBRNHKZITH., 2B (Share
Name}/{Topic Filter} 7 BEME—ItRIR— P HZITE, TERXEITHFERIE T ARNEZITIRA:
®  $share/consumerl/sport/tennis/+
®  $share/consumer2/sport/tennis/+

®  $share/consumerl/sport/#

®  $share/comsumerl/finance/#

HETHAMNEBETREARZN, SEDESENSHZTEMERITHETEN, RSFEERS T ERNS
BITHNEFRZLAXZOERNEIAE, ENEESMNTENHEZITHEFNER— T SIEREZERREIAE,
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MRXLEITERBE—1TEPiR, BLAXNEFPinAESKEIZERNSTEIE,

[

Subscriber

X

Subscriber

M M @ $share/consumer/sports
Publisher
sports  sports EMQX M M

Subscriber

sports

L P

Subscriber

\ —— sports

HE TR FREIE R

HETHROETRSIFNEEEPin 2B EHER N E . ERE LRI EREE AT/ L

e [#EHl (Random) , AEHZEITHAAMIEZE—TRTELEHES.

e 18 (Round Robin) , EHZITHEARRINFRFE-—TSERIZER, BIMEE,

e 5% (Hash) , ETEINFERINBRERESE,

® it (Sticky) , EREITHARBIER —TREREER, WEFRFX—IEE, B
EERX—TE.

o iS5 (Local) , RENLIEE, EBMFAERSHENAKMELTE-—TNTRNSE, NRFFEXEFR
=&, MR EERIRERE.,

H
—_—

ZREERB

BEAL A $238 XMARERSCINAISE MR IER, FINENENAZS ENXFIARK, B Bl RIS
PrEg @ REE T =2 2RSS In R BROBEN B IEAIR200,

AL AT, HRZBEAEFEXEK, LNETR—RKEFNZSTORERTESSRAS TTHE,
ERXMIERT, BIMBEEET ClientID FE Topic B I8F REFEFRE. XTMURIEBRBR—
RMiEREEBPERRLARZITRAATNE - ZIELE, 5%, ME RBECEHEENGER.

Aithise RESLE BB SRERESEESHPER, MIiEEAITRIRREE AT NG FEESNER,
A ERX—REORIR RN ARR R IR Hintt B E o HhES TP RLE, NeANETHim
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FEYHRREERT K.

MQTT 3.1.1 EFintlf{ERHEITEH

B MQTT5.0 &f2ZEl, EMQX MEZIRIT T —THEITHENA R, ABRFZHEFARAE. 5 MQTT
5.0 MiMEARAR/NE, FAE MQTT 311 FYUEUTEANEBEAHRZITRER:

1. $queue/{Topic File}

BIZY $queue RINIXZ—THZEITHER, {Topic Fiter} MZHNZFEEITHNED, EERT MQTT
5.0 H#J $share/queue/{Topic Filter}, EIHZZEEN queve, FTLAIX—75 RAXZIFHEMAER EATIELEMN
ZOHZITHA,

BT MQTT 5.0 AEMWHZITHEMIET $share/{Share Name}/{Topic Filter} 7£ MQTT 3.1.1 FAtEE—D
TEAFENTE, MAZITHEETEE MQTT RSIHEHPEIM, EFiHRBEELUTRNEERNSEIA,
FRABMERDTEER MQTT 3.1.1 MIg®E, MEMRIUERER MQTT 5.0 ZRENHZITHINEE,

HEITRERIZR

MR T HRENAZITRNERZSR:

o EIMHTREENSHERNEFTRARNEEN, HMAINEIRZITLEZSNE P iF—EoERE.

¢ ARAFTERILESHAM, FrREAEHEBRARXRBUS b, BATAIUNETHZITHGE %8 R
B,

o SHENRAEFRSAERRREER, FEHERREBKIT R, BTN BEIHZITERREST
%,

HEITHERRN

EHEITHRARERER QoS

MQTT ERRTF—THEITHHERNNIEERARER QoS Ff, EXARERERERARBELE—TEA
MNAERIENFEFRNRERIE. B, EHR—LEHMEE, FMNNELEEESEMEE, M
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MBATRFEXZITRARERBEREN QoS,

Biithig B S50 HAN )

BARESHEITN-—EERAZFEERLN, EFEEE, AEAZTHATNETEPIREL, BR
ENRIESITENERFEN, MQTT RSBIFRDARELURIED LER . ZREEFIHAEENKESRE
KITEEL, MRFIENTHEEE K, BAXBRNEBRAKRERZHRRARRBEB LT IHMNITIES
4L,

— P EIFRREFRRER, —BiTHinE%, BMESIERETE, MQTT RBinESEEEASMNEARE
BTG, BASEBIRENITAARE, BXE MQTT YR FN.

W

AT EFEREZITENNER, XERNEZEER MQTTX CLI X1 MQTT <178 FPis LEFR#T

——
BN,

FeI= 1M EinEO, FRANTHRLLIR=ERE 2FN L MQTT RS NEFIRH D AT HER

$share/consumerl/sport/+. $share/consumeri/sport/+ ¥ $share/consumer2/sport/+:

1. maqttx sub —h 'broker.emqgx.io' ——topic '$share/consumeri1/sport/+'

REEHN—THNZIEED, (EAT@BLMEER sport/tennis &7 6 FKIHE . IXEH(MEMT ——multiline
®EI, USXBARENAANRESZFHEHR:

1. maqttx pub —h 'broker.emgx.io' ——topic sport/tennis —s ——stdin ——multiline

EMQX BRIAAHZITRERN A EIEIRIERN Round Robin, FTAFTEEZE consumert HAMIFHMT
iR REWEIRNLBIVER, MEZITHA consumer2 FRBE—NMTIIE, AMUAERKEIFRIEHEE
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maqttx pub -h ‘broker.emqx.io’ --topic sport/tennis -s --stdin --multiline H3

RRAZ—TIEEERNRA, RETUEHBERMASREHZITHAE, NE EMOX B8 RIS HIREHN
ROITEDECIA R, EBTRE EMQX REMNENE R HIERENRIL,
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1T BYiEIR
1T R0
£ MQTT A, —MTEE— EBULEEE AN NATTREAR ., FRAEIS L, HATT A AE T RHER

IRENERITT IR,

MQTT 5.0 #2157 4 MTHEIED, 9312 QoS. No Local, Retain As Published. Retain Handling,
m MQTT 3.1.1 MR ET QoS X—MTEHEI, AT XL MQTT 5.0 FiiEa9iTELEINANEIATT A, 1)
5 MQTT 3.1.1 {RF—, MBREAZM MQTT 3.1.1 A&ZE MQTT 5.0, XeIEEKRITF,

WM, RN —EBEEXETEEHAERIE,

QoS
QoS BREBN—MTHEEI, EXRTIRSIHERITEIGAEESNTTUERNZA QoS FXR.

EFIRABERE HINIEE—T/T 2 B9 QoS, ANEMSLIMAZH; QoS 1 & QoS 2, MUMRARS
IS FTAERA QoS NFEFIRITHIIERNEAK QoS, IAEARRSBIFREILEHEEFIRAIER, XY
RSImM =BT T RRIMMN RS (SUBACK) SHAITHIRRERFHIRAK QoS FR, 1THIRAABITT

MR DRI HUERE.

@ SUBSCRIBE, QoS =2

@ SUBACK, QoS = 1

Only support QoS 0,1

—MEBtE AR

1. RBIHEHZRFHEAR QoS = min ( RFBIHEIFTHEA QoS, BEFIHERNEZEA QoS )

B2, HBNEITHNERNEA QoS, HTEERG AL MESIERN QoS, HIANTHITIERA
&K QoS, MNFHRARMIMN QoS i, ATRAGEMKIBHR, RBHASZBILHR, MESERE
R EH R QoS #HATEHERALIE,
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© PUBLISH, QoS =2 @ SUBSCRIBE, QoS =1

© PUBLISH, QoS =1

Only support QoS 0,1

B, BItEE—TEROTEAN:

1. HEBAERIE QoS = min ( JHERIEH QoS, RFBIHHRLZRFHEREA QoS )

No Local

Nolocal RE 0 1 1 MTAEE, I 1 RERSIHEFERERELLRMITMEENEF K, 5 0 N
*E}io

X TIETREHKAENEDRS, AR EZMT MQTT Server 77— MQTT %%, AEHEE
THE—LE/, Server BEFIRAVHRELRLS—1 Server, MB—1 Server MFTLAKEHRMHEEIE LR A

ENEFE.

Bridge

[ Server J—e g%{ Satver J

T |

o oM

1 |
o o

BLrRBREN—NMEIF, HIMRIEFED MQTT Server D32 Server A §1 Server B, B9 5@ AT
7 # £, W7E, Server A B—LERBEFIFAVEEIEKRL T Server B, M Server B BT
1TIEBY, Server A R FHA, MR Server B HEERE AL T Server A, BAEME Server A EIKE!
HEEXREENBREERLS Server B, XERMA T LIRIEMNEEN .

MmansR Server A #1 Server B 71T # E&RIERS, 1§ No Local EBUKEN 1, FirAIATTEME X

/l\lnj@()
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Retain As Published

Retain As Published E#RE 0 1 1 WTAEE, A 1 RRRSBIHEGLITIEERNAESNEER

FrHBHE Retain #RRAE, A 0 MRTLIUERR,

Retain As Published 5 No Local —##, E#t2FrEEHETHEZS., BNFEHRSIHEREI—FFR
HHBENR, BRTIBERERMEER, TS EEE—HERAYIICZFEMTRESE, FEERARS

ERE B Retain FRiR,

RAETHRIZR THR T —LE0E, B IAEISRRIEIRE, 2 Server A EREHBIERL Server B i,
HTHEFR Retain fMREZHKBRR, Server B BAZMERXFEAZE—FREBHE, BRISHBEFHETE.
XS TREERTIABTHRER,

BAE MQTT 5.0 H, TR AEFHRRIBRSS InfE 1T HIATHE Retain As Published EIIRE N 1, RERIR

RN ERE,

Client

© PUBLISH, Retain = 1 @ SUBSCRIBE, RAP = 1

’

© PUBLISH, Retain = 1

Retain Handling
Retain Handling X MTHIED# AR @RS HIERHITREILN, ESFERXREHER.
BANERIANER T, RETREZEL, BBARSIHEFSITHLENFREBEERME TR,

BRELRE, FEFHAEHTNERKERBER, tNEFPIREERNERTR1E, BREFHELERIAL
—RERPEESRINEETITHE, AMUNERNEZERREITR., IRITHELFE, IBATEREERE
BRI T, WAERSHELERIEFEEF T —EBLHEIKER, ZNEFIHEEHTHER

Sim R HREHES.

B9, BEFHBAREEANZHEARKEIREER, EMERERITI, MBS RRSIERIRE
HEKRE, BXNEMTERRER, FREE[MA—LERE, BLAEZMBER TAREREERERER
B9,

X=MAE1TH, FMTNUEE Retain Handling &%,
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® ¥ Retain Handling ig&X 0, "RAREITHEL, MAXREER;
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® J§ Retain Handling 1888 1, XRRRERVEHITHEMAZREEITHEN, T RXREEE;

® J& Retain Handling iI8&H 2, XRIJHBIINABERAREES.,

W

TET QoS RRR

1. £ Web N'ti2s Likia] MQTTX Web,

2. BIE—ER WebSocket B MQTT E#E, HEERZEN 2H MQTT RS:E:
Connections < Back New Connect

*Name | demo

* Client ID mqttx_4299c767
*Host  wsi broker.emgx.io
“Port 8083
* Path fmatt

Username

Password

ssuTls (B

Connect Timeout 10
Keep Alive g0
Clean Session @ true false
Auto Reconnect true O false
MQTT Version 50
Session Expiry Interval
Receive Maximum

Maximum Packet Size

3. EERING, BA1ITEERE mqttx 4299¢767/demo, FHIEFE QoS A O,
RZAEH, ATEHZRFBSIAEE, HITUE Client ID EAER

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N
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Edit Subscription

* Topic

mqttx_4299c767/demo

At most once

Subscription Identifier
No Local flag true @ false
Retain as Published flag true O false

Retain Handling 0

Cancel

4. 1T

MQTT AIJZFM

FIRINE, BAICERR mqttx_4299¢767/demo &FHi—%% QoS 1 JHE, XIHATEEERI, Hi1&kEH

fIZ QoS 1 HE, BIKREINAIZ QoS0 JHE, XAKET QoS BER:

Connections demo ¥
® demo®broker.emqx.io:8083 4 New Subscription = @ Plainext
) | mattx_az208c76... 050

Topic: mattx_4299c767/demo  QoS: 0

{
"msg": "hello"
¥
3-05-04 15:49:51:0;
Payload: JSON Qos: 1

mqttx_4299c767/demo

{
| "msg": *hello"
+

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N
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All Received Published

Topic: mqttx_4299c767/demo  QoS: 1

{

"msg": “hello"
}
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iTEIER No Local BOSER

1. #& Web N'i2s ik MQTTX Web,
2. BIE—"ER WebSocket B9 MQTT &EiE, HEZEEREN A+ MQTT ARSSES.

3. EERING, BA1TEEE mqttx 4299¢767/demo, FFHY% No Local &N true:

Edit Subscription

* Topic

matex_4299¢767/demo

At most once

Subscription Identifier

No Local flag O true false

Retain as Published flag true © false

Retain Handling 0

4. 1TEAINE, SRIE QoS KUER—#, BMIEERMAITHKESKAMER, EX—RENEEIT
IS AW ENE R

Connections demo -
* demo@broker.emqx.io:8083 + New Subscription — @ Plai
B | matocaz90c76 QoS 0 Topic: mqitx_4298c767/demo  GaS: 1

it

"msg": “hello"

}

Payload: JSON QoS: 1 Retain Meta

maqttx_4299¢767/demo

{
| "msg“: “hello"
+
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iT)&IN Retain As Published BB

1. #& Web N'i2s ik MQTTX Web,
2. BIE—"ER WebSocket B9 MQTT &EiE, HEZEEREN A+ MQTT ARSSES.

3. EERING, BA1FGITIEET mattx_4299¢767/rap0, H HJE Retain As Published i&&H false, %A

EITIRIERR mqttx_4299c¢767/rap1, F BJ§ Retain As Published i&& true:

Edit Subscription

* Topic

mqttx_4299c767/rapd

At most once

Subscription Identifier

No Local flag tue O false

Retain as Published flag tue O false

Retain Handling 0

Confirm

New Subscription

* Topic

matEx 42992767/ rapl

Color

At most once #9D3ICOB

Subseription identifier

No Local flag tue @ false

Retain as Published flag @ true false

Retain Handling 0
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http://www.emqx.io/online-mqtt-client
http://broker.emqx.io/
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4. TERING, B9 3IME mattx_4299¢767/rap0 F1 mqttx_4299c767/rapl Kf—RIREHE, i
BEIFEWREER Retain FRIRBUERR, MEBEWERIEEH Retain tRIRERE

Connections demo

® demo@broker.emqx.io:8083 + New Subscriptic
| mattx_aze9c7s...

| mattx_az09c76.

iTBIiET Retain Handling B9/&ER

1. & Web J5E28 EiAE MQTTX Web,

Topic: mqttx_4299¢767/rap0 QoS: 0
Retain As Published is @

| Topic: mqttx_4299¢767/rap0  QoS: 0

Retain As Published is @

Topic: mqttx_4299c767frapl QoS: 0

L ® &
&

Retain As Published is 1

| Topic: mattx_4299c767/rapl  QoS: 0

Retain As Published is 1

maqttx_4299c767/rap1
Retain As Published is 1

2. BIE—MEM WebSocket B MQTT %, HEEEREN AH MQTT MRS

3. EERINGE, H1E@ED mqttx_4299c767/th A —FREBEHE ., REITHER maqttx_4299c¢767/rh,

#HBY% Retain Handling i8&% 0:
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New Subscription

* Topic

RasER.AR296767/ch

Color

At most once #07ABG2

Subscription Identifier

No Local flag tue @ false

Retain as Published flag true O false

Retain Handling

Cancel

4. 1T

FIRRINE, BATEIKREIRS n & IXREHER:

Connections demo S

»

® demo®broker.emqx.io:8083 + New Subscription — @ Plaintext Al Recelved  Published

% Imqllx_4299c76.., 205 0 Topic: mattx_4299c767/rh  QoS: 0
{

"msg": "hello"
}

Topic: mattx_4209¢767/th  QoS: 0

{
"msg": "hello"
¥
)5-04 4
Payload: JSON Qos: 0 @ Retain 1 Meta

maqttx_4299c767/rh
{

| "msg": *hello"
+

5. BUHZRITE, B|HIT

S ERT mqttx_4299¢767/rh, 7+ HJ% Retain Handling i8&H 2, AidiX—/xiT

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 93



MQTT AIJZFM

FRINfE, BATEAZKEIRSS n& IZHREHE

New Subscription

* Topic

RasER.AR296767/ch

Color

At most once #07ABG2

Subscription Identifier

No Local flag

Retain as Published flag

Retain Handling

£ MQTTX 1, EATEEMNEER Retain Handling i%ER 1 BIHRR., TIIRATMUE XE REUTE

JEIRAY Python RFIAT,
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https://github.com/emqx/MQTT-Feature-Examples

MQTT AIJZFM

TTRARIRET

Rt 2 BETHRIAR

EAES MQTT EFIRSEIA, #HEI RIS FEIA N RRILLE,

BREALFRLFR, HMNARMEBEBNERRZEN 4. NRZIFEERFFITE, 1TRNERERTIES
BIERPNEERRTE—H, FMAUEANTPIUNERZTAERS ERRBNMREXR, AREHEERX
Y, RIEESRNERREHRFNITIRAIEEER LR,

BURSBEFITHE, HEPNERRZMITHANNERTREEEAM T TRANFRE, HMNRBREEF
MERR S RIGENT R T HITERCE, ZTeERENZATHTEIEERLE. XERRAMZNG T EF in
AU IBRE,

Find matching callbacks for B myhome/bedroom/PM2_5

Subscription Callback
9 myhome/+/temperature Store J
Store

o myhome/+/PM2_5
; 3 If value > 36, turn on the air purifier

g N

myhome/+/air_purifier (") Turn On/Off

\ o1 v.

v Time Complexity O(n)

5, BAN MQTT AF—1MEFPHEILZS M, BAIEFPIRERBRMTEN, —FERAERRS
— M EFIRNZ T HEEE

MQTT RFARSFIHAZXEEENITH DR E—RER, BAFRSIHERANXEESMITHRE—FHER.

7

ARSI — I, B RAFEINGXLEEHITEET SEFRIEE B SREERIT
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https://www.emqx.com/zh/mqtt-client-sdk

MQTT Server

{«—— Subscribe bedroom/pm2_5

<— Subscribe +/pm?2_5

MQTT AIJZFM

——— | Register Callback 1

Register Callback 2

i—
i Execute Callback 1
! Execute Callback 2

M—o!
bedroom/pm2_5 E
: Copy 1
=
Copy 2

ITHARRR RN TERE

RNTBARXTEE, MQTT 5.0 5IANTITHERIRR . ERAEIE

55l

NFBRFEZITH ST ERMARTRIREI X R
Sim =5 1ZITFXERAIIT FIARIR

FSIhz=
e

E—

FEARIRTS, AR

KUEFIHN, R

Subscribe with
Subscription Identifier = N

™

Subscription Identifier = N

MRARSImEFE A ESNITH D A RE—IRER,
FARIRTE, MURBRSIHEFAEBNITHARRE-FER,

EF iR RABEZINTFMMARTS [EE R ERIBREY, #AT OB H
T8, DAKRZiZ AT IR B R 25

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N

Ay sete

BEE, BEFHAUETREREE—MNMT
WAHIEZITIEM PUBLISH IR Ei A

IbE PUBLISH IRX—HIREILE Fif,

_—

AT PUBLISH IRXERNZE S 51TIH1HTECRILT
B84 PUBLISH IRXEEEZ MTHEIRRR,

=]

BHRRITFERRM SN ERE B B
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Subscription Identifier Callback
01 =
J Store
: myhome/+/PM2_5
g \ J
Message ;
""" ; 02 ’
M myhome/bedroom/pm2_5  [---eeeee > ) Q) If value > 36, turn on the air purifier
myhome/bedroom/PM2_5
Subscription Identifer 01,02
C N
03
() Store
myhome/+/temperature

EEFPES, ITHAMATATETRIERSH—87, HTRAMRAENH 2RERTXRE, T2HE I
IRTE . FTDARR T BIERER, FATHEAIEIITHEMRR ST HEBAIREY, EEITS Client ID AIBREY,
EEARRARSIHESAEFPIRHNXPIFEEA, HHEMRSIHEAMK, MxRERETERRE
FBEBSAIEN X5 B R AWM E iR, MABEEMM—RERNCTEMERE.

—MIERXAEES—MTEMRAT, WR—MTEBRXPESMITEEKR, BAXMTERRARERE
RSALXETT AR ER . FRIBOBREMFRE S MITHAXRKER—TEREEERENZE.

YOfel{E AT BARIR AT

1. £ Web %23 Ei5E] MQTTX Web,
2. BIE—MFEF WebSocket B9 MQTT &g, HEZFESEN AHE MQTT R

R
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Connections <Back New Connect
<
> General
*Name | demo ‘ o]
*ClientiD  mqix_4299c767 c ©
+ * Host ws:lf broker.emgx.io
*Port 8083 -
“Path  jmqtt
Username
Password
No Data
SSLITLS C‘

Advanced a

Connect Timeout 10 RG]
Keep Alive 60 RG]
Clean Session @ true false
Auto Reconnect true O false

MQTT Version 50
Session Expiry Interval (s)
Receive Maximum

Maximum Packet Size

3. EERING, Bi1EITHEET mattx_4299¢767/home/+, F3EE Subscription Identifier 3 1, AE1T
EFERA mqttx_4299c¢767/home/PM2_5, H3EE Subscription Identifier 5 2, T A AHARS 2R AIEER

NHRRZSAER, NTBRREEESHIAEE, XERAVE Client ID fERNEBAILR:

New Subscription

* Topic

RASER.LARIIRT6]/ home /+

At most once

Subscription Identifier 1

No Local flag tue @ false

Retain as Published flag true O false

Retain Handling 0

Cancel
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New Subscription

* Topic

Wk ERLARL9RT6]/ home /PH2_5

Color

At most once #3F3BOC

Subscription Identifier

No Local flag O false

Retain as Published flag O false

Retain Handling

Cancel

4. TERING, 1@ ERR mqttx_4299c767/home/PM2_5 £ —FKEE ., HITEEZIHIIEFIHKET
MREE, JHEAR Subscription Identifier 2518 1 1 2, XEEN EMQX XIS HESHITT

DR RE—FHE:

Connections demo S

# demo@®broker.emqx.io:8083 4 New Subscription = @ Plainext Al Recelved  Published

% I maqttx_4299c76. 050 Topic: mqttx_4299c¢767/home/PM2_5 QoS: 0
{"pm2.5": 60}

| mattx_azegc7e... oS 0 2023-05-05 15:06:57:669

Topic: mattx_4299¢767/home/PM2_5 QoS: 0

Subscription Identifier: 1

{"pm2.5": 6@}

Topic: mqttx_4299c767/home/PM2_5 QoS: 0

Subscription Identifier: 2

{"pm2.5": 6@}

5 15:0¢

Payload: JSON Qos: 0 Retain Meta

mattx_4299¢767/home/PM2_5
{"pn2.5": 60} €
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5. MMRFEAIDER mqttx_4299c767/home/temperature &K —%HE, HNTEERIRKEHEBEFH

Subscription Identifier 9 1:

Connections demo
® demo@broker.emgx.io:8083
I mattx_4299¢76..

| mattx_a2g9c7e..

Topic: mattx_4299c767/home/PM2_5 QoS: 0

Subscription Identifier: 1

{"pm2.5": 60}

Topic: mqttx_4299¢767/home/PM2_5  QoS: 0

Subscription Identifier: 2

{"pm2.5": 60}

Topic: mattx_4299c767/home/temperature QoS: 0
{"temperature": 27.3}

Topic: mattx_4299c767/home/temperature  QoS: 0

Subscription Identifier: 1

{"temperature": 27.3}

Payload: JSON QoS: o Retain Meta

maqttx_4299c767/home/temperature

{"temperature”: 27.3} B

EXE, F1EYT MQTTX JER TUEAITHEIEE Subscription Identifier, S1RIRBALT FAMEIRE
Subscription Identifier Rft&RERIEIRE, PJLATE XE FREX Subscription Identifier B Python 7l

(W CH
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HSdHAE

2 giH S HaEfE?

HEZHERE MQTT 5.0 SIARN—THMEE, ERFATIHRABIREERIRE— T IHER, MR
ZHEERSIHRPERBI TXTEENER, BARSIHFEAZHERES KA iR, INERT, H
BHRTZESHEIHER, XRTZERKEFAZIH,

MQTT HEASIERAIMABEEFPIREFEARARENER, RAEEEFPIRMEERN KX, BURE ik

BANERK, A LEPRENERELRBLELTNRIZAE KT, BERFXLETEIESE,
RREMEFENEF IR,

IMEXRS R 6, BATRINEEMAFZINERETRBASTHEELTRD, XEHESEBNEEME
RTF—TRBOZAEN, EaRHFEEE, Ml AEREXXEENEGEBRIZER—LE, —RE
FEF/NETE 1 NRAER.

MREFPIRAERMHEENRE T IHER, BARSHEELAXNMEENtEZESTRER, ETHERE
HESEKERMARSIHERRINEREZE B TERSIHE BRI E,

XA BB S0 B EE BRI REFER, AR EMREIZ—1 MQTT ARSZHEMIATIE.

PUinSher @ EMQX

i ¢~ Disconnect

i Topic demo
— | Message Expiry Interval M0 | —
i Payload First Message

e
i Topic demo
—— | Message Expiry Interval 60 | — |
' Payload Second Message I

After 30s ...

i ¢——————— Reconnect

Topic demo f
i ———| Message Expiry Interval 8 |—
Payload Second Message
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{ay i FROH B T RA B B ?

SHECHIERIEEEREN TR MER:

1. S5iERRHENEE., LLUMERRRER/NNXMNMER, MRAFERNMNEEATREIE, 28
ERNEX,

2. BAHUSHRITASIER., DAERBEREANG, BNEEFPMQERLERENTNITER
Bf8), XA ESMEHEAMVERERMAEZN, FANERHIVERRIARE, ZRIERAZENEED
REDEREREXT , HE SR HEE RIS BB RIERRRE.

3. REBEER, HIEFHFEBR R KLIE Payload ATZMREBEERBFIINER THREER, hHEHIRET
HARY B) A I RS 23 BEoMIBR ERAE M A E, XA UERERREEE ST ZHNEFEMEER,

- fan

1. 1& Web X'%E23 EikE MQTTX Web,

2. BIE—TRBN pub NEFIHEEBTAHER, HFEERIREN AH MQTT RS

Connections Back New

* Client ID maqtix_d19c5(12 2 o

“Port  goe3

Password

ssuTLs (D

Connect Timeout 10 all

EMQ - 2 IRMSCAITF BB R AR BRI MR (L R 7S 102
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3. HFE—1RN sub MNEFIHEIZEATITH, HI5§ Session Expiry Interval iI8&HR 300 #RRIXIEE
— MR RIE:

Connections < Back New Connect
<
> ® pub@broker.emqx.io:8083 General
* Name sub | @
“ClientID  mqtix_a3c35d15 c ©
e *Host  wst broker.emax o
*Port  gos3 <
* Path imagtt
Username
Password
SSL/TLS a

Advanced a

Connect Timeout 10 Sl ]
Keep Alive 60 ]
Clean Session @ true false
Auto Reconnect @ true false
Reconnect Period 4000 2 ims)

MQTT Version 50

Session Expiry Interval 309 s

Receive Maximum

4. EERMINGE, BATTRHER mqttx a3c36d15/demo, {£M Client ID {ENEMAIRAIMBRE RS A
RESHRPEMEFIRERNEEEE:

MNew Subscription

* Topic

PALLX.AICIAALS / demo

Color

At most once #BBEBAF

Subscription Identifier

No Local flag

Retain as Published flag

Retain Handling
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5. ITHRING, BAIEFF sub BFIGRS BRSB2R[ERE, ABRUHRE] pub EF0E, @ED
mqttx_a3c35d15/demo &7 LA %% Message Expiry Interval 7314 5 #%1 60 #AER:

Connections pub ¥ 2

® pub@broker.emqx.io:8083 Received  Published

* sub@broker.emqx.i0:8083

User Properties

Content Type

Payload Format Indicator false
Message Expiry Interval(s) 5
Topic Alias

Response Topic

Correlation Data

Subscription Identifier

Cancel Sa
Payload: Plaintext QoS: 0 Retain
mqttx_a3c35d15/demo
Expiry Interval is 5 seconds s
Connections pub O
Received Published

® pub@broker.emqx.io:8083

Topic: mgttx_a3c35d15/demo  QoS: 0
® sub@broker.emqx.io:8083 Expiry Int 1l is 5 nds
piry Interval is 5 secol

User Properties

Content Type
Payload Format Indicator false
Message Expiry Interval(s) 60
Topic Alias

Response Topic

Correlation Data

Subscription Identifier

Cancel Save
Payload: Piaintext Qos: 0 Retain
mqttx_a3c35d15/dema
Expiry Interval is 64 seconds e

@

6. EfWm=GE, RE sub BFIE, 4§ Clean Session i#EH false EREEWME ZRINSIE, ARG
HEFED 5 WBEMEE. B1TEER sub RIKEI T TEAREN 60 WAEHE, ERULRS—5%HE
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Connections k Edit

® pub@broker.emgx.io:8083

Name sub
* sub@broker.emqx.io:8083

Q
@

*ClientID | mqtix_a3c35d15

“Host  wa broker.emgx.io

* Port 8083

Path imatt

Username

Password

SSL/TLS

Connect Timeout 10 A ) 4

Keep Alive 60 (s)

Clean Session tue  © false

Auto Reconnect @ true false

Reconnect Period 4000 {ms)

MQTT Version 50

Session Expiry Interval 300

Receive Maximum

Connections sub 2

® pub@broker.emgx.io:8083 Received Published

® sub@broker.emqx.io:8083
Expiry Interval is 6@ seconds

Payload: Plaintext QoS: 0 Retain Meta
mqtix_a3c35d15/demo
Expiry Interval is 60 seconds @

©

BAERZ Message Expiry Interval BIRAES MR, RERIMTE XE 3KEX Message Expiry Interval B

Python RIS,
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RSN

HLRBRAIRIIK)Y (Maximum Packet Size)

MQTT IRXHVIBICHRAKEN 268435456 FTi, thilE 256 MB, BEAR, MMUNZRRZREES
i, —LEAERABEMRIZTH MQTT BRSSim, AREtR AL —KERR.

ZRITEEFPIFI M LEENFIREERAESR, KIEIT ARSI PIBER NN imaY 1 & W 554t
B, EErRREEEENR, M, BIIFZEER Maximum Packet Size BRI EEFPinfRSIHE
BREBLENRAIRKE,

EFIREE CONNECT HRIXHEIT Maximum Packet Size RIEE R IFARFS IR B S RKIENIRI &R
AKE, MRSIHENEE CONNACK R HEHFEIE Maximum Packet Size RIEE A FEFIRGE S
RIENRXNRAKE.

CONNECT
Maximum Packet Size = 128 KB

Client Server

CONNACK
Maximum Packet Size = 512 KB

—BEEEY, WAMLTERRI—NERKEES. FEU—HHBARTFREBETAE KERHIAIIR,
SZNHE A SIRE Reason Code 3 0x95 HY DISCONNECT R X ARG XHIMEER,

BEETE, MREFIHE CONNECT IRXHIRE TIRIEES, XAEAEELRBMNIER MES
CONNECT X8 T IRSBiHF A TR AR KE,, XiTRSimEiR[E Reason Code J 0x95 B9
CONNACK R fAIG X A& &,

RixEFUM@MEE Maximum Packet Size FREIT I

MNEFIHKR, TERRMEZITH, FAEMRIEN—F, EMAUE—MRXIFD ZTRERBERE
TRERRS,

B3RS IR, ERNRERER, FREREHEBHAN, AANNRERIESELZERNA/NE
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N7 EFPImEBEZNEANE, BAEREEFXITHER. WRIRZHZTN, BARSHER T EFMU
5, ERIBORFREHE BR XL AN EhRE SR H BT P .

PR T LEHIRFINFAMER, TEEREFImEERSIE, M UE—ERE LHMERXHIAST BN
FE B AANE M 75 0] LATE CONNACK PUBACK iXLENaN IR X EIE User Property #1 Reason String
XA EMERENIHEEEZER,

B R BT RAKERFNA TR ERAIM BTN, B, EFRENNRNIARETHERD
WRRESHT, FAMNIMAG P MERXAKEBERGIN, MIRXPBERXM T EMERR A SRR
XHIERRIE,

FEIENE, XBEMNYEMINIR, PUBLISH IRXATELLS, 33F PUBLISH R KiR, User Property
BFEEN—E7, RBIGAEENT HREEREMEIIEEMIRX PR,

{ERRH

1. FIAELLREARMN MQTTX
2. BIE— MQTT &iZ, %8 Maximum Packet Size J} 100, AREEEZEREN A MQTT RS

%

[= 1=
Connections Back New
Nam demo 0]
* Client ID mqtx_0c668d0d (¢] ®
Host b ma
* Port 1883
+

ssutts (O

MQTT Version 50
Connect Timeout 10 ]
Keep Alive 60 (s)

-

Auto Reconnect ()

Cleanstart (D

Session Expiry Interval ] is)

Receive Maximum

Maximum Packet Size 100

Topic Alias Maximum
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MQTT A3
3. EERINEIITILAEE Wireshark B TEREER, BRSBIHRER CONNACK RXH Maximum
Packet Size BMHIERN 1048576, MR IREFIHERREDAHE MQTT REE(LIEHES 1KB
IR :

BORE REe>EF &

& q @ If

Al

(W tcp.port == 1883

No. Time Source Destination Protocol Lengtt Info

5 0.554650 26.26.26.1 44.195.202.69 56 49943 - 1883 [ACK] Seg=1 Ack=1 Win=132352 Len=0 TSval=2169472150 TSecr=3392232390
6 0.554883 26.26.26.1 44,195.202.69 MQTT 97 Connect Command

7 9.555163 44.195.202.69 26.26.26.1 TCP 56_1883 + 49943 [ACK] Seg=1 Ack=42 Win=1048512 Len=0 TSval=3392232399 TSecr=2169472150
8 1.206917 44.195.202.69 26.26.26.1 MQTT 77 Connect Ack

9 1.206982 26.26.26.1 44.195.202.69 49943 - 188

[ACK] Seq=42 Ack=22 Win=132288 Len=0 TSval=2169472883 TSecr=3392233042

——————————

Msg Len: 19
Acknowledge Flags: 0x0@
Reason Code: Success (@)
Properties
Total Lenath: 16
ID: Maximum Packet Size (8x27)
Value: 1048576
: Retain Available
Value: 1
ID: Shared Subscription Available (@x2a)
Value: 1
ID: Subscription Identifier Available (0x29)

7000 @2 @@ @0 00 45 60 0@ 49 5a d7 00 @0 ff 06 35 b4
#0616 2c c3 ca 45 1a 1a 1a @1 @7 5b c3 17 49 44 6a 14
0020 dd ab 7e ac 80 18 80 0@ f7 78 00 00 01 01 88 0a
8030 ca 31 S5e 52 81 4f 84 96 20 13 00 00 10 27 00 10
0040 @@ @@ 25 01 2a @1 29 01 22 ff ff 28 @1

* Packets; 89 - Displayed: 7 (7.9%) - Profile: Defauls

4. [EF MQTTX 51, FH{11T¥ mqttx_0c668d0d/demo F:

New Subscription

* Topic

mattx_0c668d0d/demd

Color

At most once #EOF102

Subscription Identifier

No Local flag O false

Retain as Published flag O false

Retain Handling

Cancel Confirm
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7w

/\

fa

ASKEIRER 5 FHHIVER, H—FE8d

®

[6 mqttx_0c668d0d/demo £ 7R

Connections

® demo@broker.emgx.... 4+ New Subscriptio @ Plaintext

Topic: mattx_0c668d0d/dema QoS: 0

hello

Payload: Plaintext QoS: o

maqttx_0c668d0d/demo

Retain

MQTT AIJZFM

oA RMIKER 5 FUM 172 FHHUMFHEE, HIEEIRER
100 FTKERHIA

HEIRBHARSIHE R :

O g oo

Al Received  Published

Topic: mattx_0c668d0d/demo  QoS: 0
hello

Topic: mqgttx_0c668d0d/demo QoS: 0

For the server, if it finds that the message size exceeds the

maximum value accepted by the client when it is preparing to f
orward the message, it will discard the message.

Meta

he maxinum value accepted by the client when it is preparing to forward the message, it will discard the mea~

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N
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[RE# (Reason Code)

Reason Code £ MQTT FHEEMFRENEF IRFRSIHIEHEIFMIRG. LEANBATAINE
CONNACK X HERF BB IR Reason Code RIFLEFih, XHFEFIHMEEBZIER D
TORERNRR.

MQTT 3.1.1 A Reason Code

2% MQTT 3.1.1 FiE2 X5 T Reason Code, BEHIEHENX KZAAK Reason Code,

ENEHMN X Reason Code AU H, CONNACK RXRE 5 MATIERKMAY Reason Code,
SUBACK RN RB—THTFIERAMH Reason Code, ToiE#E—FERITEAMNERR., T
K. BUHITRIXEARSZS; Reason Code RUIRIE, HNERERIFR S AINEBTIERG, XXX TFF
RIBRIEB AR, AR FZMERIEaIHI.

MQTT 5.0 FAflJ Reason Code

FRCAZE MQTT 5.0 #1, AIFEAY Reason Code #¥ 7ZEI7T 43 1, HEMET/F 0x80 HJ Reason
Code BBTFETHKIN, AFETF 0x80 B Reason Code MIAFHRTREM, MAEE MQTT 3.1.1 JPHE,
/NF 0x80 #Y Reason Code thAIEERTIAM ., XEFEFiHEEEERINHHIRTIRIER S I,

B9h MQTT 5.0 H37#F Reason Code HYIRXthi REIT : CONNACK, PUBACK, PUBREC, PUBREL
PUBCOMP. SUBACK. UNSUBACK. DISCONNECT MK AUTH, I7E, HEII™MXAUMEEELRTE
BRI, Ee]AFIEEMOEREER, FINEHBIAFELRREITHE . ETNOXNEALATEESES
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Reason Codes in MQTT 3.1.1 Reason Codes in MQTT 5.0

CONNACK (]

DISCONNECT

PUBACK

PUBREC

PUBREL

PUBCOMP

SUBACK

O 00 0 00 e

UNSUBACK

AUTH —

WOWIXE RSB E— Reason Code, 2T SUBACK #1 UNSUBACK, iX:2ZHA SUBSCRIBE #l
UNSUBSCRIBE X AINEEZ NI RS, METEEIIERMLTE —TINA Reason Code 3k
ERHRESR, FILL SUBACK 1 UNSUBACK X MEHEELEBERZ Reason Codes, Xt At
L EAIRXFH) Reason Code #UFRIELHRL, ™ SUBACK F1 UNSUBACK #9 Reason Code NIz
THEED.

SUBACK & UNSUBACK

Payload

Fixed Header Variable Header
Reason Code

Other Packets

Variable Header

|
Reason Code Fayiond

Fixed Header J

AEARET RGN Reason Code BREXRF, FATFMHEERET MQTT 5.0 &1 Reason Code HIE X
FERpE, HBaIUBITEE,
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[E15 U8 R E A T A9 IR

£ MQTT 3.1 #1 3.1.1 A1, DISCONNECT RN REEHEFinA. FIAHEFinERELRHIN, RS
REEEIEXAMEER, MEAEABEFPIHEEESER, XSNATERMARRESHAEESE.

ME MQTT 5.0 1, BRBiIGAUEXRFAME ERZ ZBIEEFinAE DISCONNECT R, mEFimNA
IXi@id DISCONNECT #XH#J Reason Code T R#iEIE#ETANERER, tLlRGI K. BRSBEIEICE

Reason String

Reason String & MQTT 5.0 ¥} Reason Code BI—1 47, ER— T NIZEIMIZITRIARRIEMNFR
B, B Reason Code EXHEBIETARIBONEIRER, EXTHAEHIEHARRR, AIEENATRD
EEMMNETXER.

EEUN AR5 mBIE Reason Code A& FinEmERUSIREENEIE (0x8F) B, FREBNATMAEERENR
MNRERE, REEFRRIZ? EZEE T IMHRSBIHEZNFR? MURRSSE A BORE— RS EMUT
"The number of topic levels exceeds the limit, the maximum is 10." B Reason String, BBAFKER
IR BEOSANE R E F L IFE .

ELFRERF, Reason String AR EUATEF infIARSIHAI R ARSI, FAU—1 I IERIERIGA
NiZE BT Reason String AR, HENERAASEERREFEMEFER{ER Reason String,
FEBEEABE.

&x/&, Reason String &— 1 AI1EMVINEE, BRERUEI Reason String BUR T ime & 215,

MQTT 5.0 Reason Code &E&EF*:

https://www.emqgx.com/zh/blog/maqtt5-new—features—reason—-code—and-ack
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E5RIAE

2 BIEJIALE
IEIANER MQTT 5.0 FEINMIAENS., B, RNBNDERRESCENEE, BNERKFREN
ERSMLEBAIENRSN S HIITSE.

AEEZRS, Z—HANBKEES R, XESMHIIESEFIN SCRAM BEAER—RIA_EHINIEEE
FiR, XSEHHA CONNECT 5 CONNACK IR —RIERAVINEERZSAHEIER, A MQTT
5.0 B TAFMET AUTH R, BREEBXIFERRBMIMERIBNER, XEEHITAI NS RiE- 15
RAEHY SASL HEISIAZI MQTT i,

WARINIERRIR T 40—

ARG TRz, HNFEIE, RTABBINEDARERE?

ExE, EMERNELXERMBESBRNAIVKFMEER, RAERA T EBFENREME. BRANT R
FIANE, EF NS AEMNSBHIASEMELRD, XMEZREE 7THRORIKE, BMERIER TLS MmE&ET
BfE, WINEHEEANERTHRIKN SSL A, FBERENEBEHR. F5EN CA IIBHFFREFH
WL E 5 N BRI LR ENIR .

#Hh, BERENFBIMEREILRSHINEEF IR S0, AFELEFIRIIERSHNSM, XESKE
ERN=E RS IHFIRIMEF n L X EUREE, TXMERNEEMRNPEARL,

M@ IBIRIANE, FATAIDUEEER SASL ER TR EMERIIAMEL A, ElEENEREMETS
W%, BEANLEPRNRSIHREBIIENHNED, BENREESS, XMBURATHRNRLERE
HOINIER &,

T AT FI85RIAIERY SASL HlE

DIGEST-MD5
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DIGEST-MD5 ZEERINELZEE (SASL) {EZR TH—FMBHIQIENH . EETFT MD5 (Message Digest
5) BOEE, FARE-TONAGRIEEFiHFRSSRZENED. ENNRETEFIG AT EENE
TEHBXERD,

BN, MEAELIHSEKIBRZEFERN, RSWEERE—1T Challenge, EFEST —/XIEHIE
NBN—LELESH, EREHEEAXESHN LB CHENRPRBBIFLE, ER—TINNFARE
BRRSSIR, RSBFIFMERTEERNAGNERBRENMLN, AE5WREINEAHITIER, MRMETE,
MEHIIEET ., X%E T BBEAEZINESITMtRAIREE, BB T EERRERNE —XIEIBE
£, PRLAtBIESR T M ERIXEAIBA 1 RE

{BEFEEEE, DIGEST-MD5 RIRMH T ARSI & F imky S 0 WL, (B2 B RME P imsd iR S5m0 S H I,
FRAEHRBERLEREARE ., S5, BT MD5 BRIEARBRE, AIMEHEEF(ER SHA-256 XEH
fitiERE ) ERAIR R R AREARE.

SCRAM

SCRAM [E#2 SASL 1EZR TH—MEMIENG, EMNZOEBRE DIGEST-MD5 £, R#2ER
— R A BB B EE K& P i A BRIRL , Fr A PP ik R T B E WA MBI #E,.1B5 DIGEST-MD5 F
EfZ, SCRAM S|INT{E (Salt) FEMXE (terations) , FEFERAT SHA-256, SHA-512 XL
BLRLNREEE, XHERTESNRLLM, [ SCRAM REBEMTLIEFMEEBG, H BRI EBEENE.
BB S E A IR R AR RO KRG

%9, SCRAM £ T EERMBUE-MNRE, EENT — P RSIREE PR ISIERNERE, EFiEH
MBI X MEARBIARS IS S FHE ERNERE, XMEI T EF mX RS HOS ML, FEET HE
ABERIXR o

H#X, SCRAM (£ SHA256 FMIMFHEE, LA LFERT —LMIMNIFTH, XrgEay—LHR

PREVIZEIE A —E RN,

I3

Kerberos

Kerberos 5IANT—"1H{E05E =7 Kerberos FRFBIFIRMEBMHINIEARSS, Kerberos RSB 23MEIIIONE
WEFRTER, BRBERERHNRFERSSE. XHRO—TEFLEEFREBE—REMIIIE, M
ARG Z T ARTRSEHLINE, BIZM T EAER (SSO) KITHEE,

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 14



MQTT AIJZFM

Kerberos BRS5=3RFHIERENEBEMZHIRN, FFinREEAERRNBNAERXTEREBERS, X
IR EAZRERMSHNT 2O, S, SRBRENERHAINARtRS X2, BEERE
Mt ERIBEA KRS, BAIREBITNEXME,

Kerberos BI#ZILENIRINBZEEE, RSINERRMFHENERBRREMEZEINIRE, AERELE iR, &
Fimx B S5 NEBRHTEAREBREXLINIEYE, XFNTFLELTTENE LIAXEHED, X6t
9%1LBRSS Im A E P imtE EAIEXS S #0458 IEMAETD ., IXMEE MR ZRREBIEN AR, RSHNE
PiniteE L MM RTEBRNHAR, XTBHAIUMEATELEEHENME, MIRHBEHEN
RERI.

Kerberos fEIRM{BEEREMEMNER, UHERTHINERY, ENIMMEEREFE—EN K, IS
R7NURBIEF T MEIERM AT M IR TEERSHER, FUNEE Kerberos EEHERWHIANIFE
PER,

HSEIAEE MQTT FRUMIETTH

DA SCRAM &AM, FNIEE—TE MQTT FiEEAE2E#T., ZF SCRAM HERRIER
XTMERFF, HXE, RIIREEHE, SCRAM EE(EHBIUE B 8E=RBIALE:

® client—first—-message
® server—first-message
® client—final-message

® server—final-message
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Client Server
i r -
CONNECT
................ Auth Method SCRAM-SHA-256  |l..ccoeueeree >
Auth Data client-first-message
AUTH
Reason Code 0x18
< """""""" Auth Method SCRAM-SHA-256 |

Auth Data server—first-message
\ )
AUTH
Reason Code 0x18
""""""""" Auth Method SCRAM-SHA-256 |~
Auth Data client-final-message
\ v
-
CONNACK
Reason Code 0x00
e Auth Method SCRAM-SHA-256 [/
Auth Data server—final-message
A 4

B, EFIHINATERIE CONNECT IRIEARIANE, REFEEI Authentication Method BIFIRE
79 SCRAM-SHA-256 RNEE(EMA SCRAM JAIE, HAf SHA-256 RinERFEAMNRERE, R(E
F3 Authentication Data BM7FH client—first-message FINZ . Authentication Method JRE 7RSS

IR AZ A REATFILLIE Authentication Data ARESEKIE.,

WMRRSBIHEAZIF SCRAM IAE, SHEALI client—first-message WRBAEE, BAEKREEEHE
TINMERBRER Reason Code HJ CONNACK R, AGEXFMEKIEE,

RZBRBiInMESHEH T TF—F RE—D AUTH IR, FHBIE Reason Code IXEN 0x18, FTnAALE
IAIE. RSCHEY Authentication Method J§5 CONNECT #348[E, T Authentication Data B4I58!

& server—first-message AR,
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EFIHIEfIA server—first-message MAA IR, EH#EIR[E—1 Reason Code Jy 0x18 #J AUTH

IR, Authentication Data BMISEIE client—final-message HIRNZA .

EBRFB RN client—final-message WAB TG, RBIHEMBEEZETH 7 N EFinSMEVIEIE., FRLAIXIR
REIHEAERIRE AUTH BX, MEIRE—1T Reason Code Jy 0 A CONNACK 3IRXXIARTIAIER
I, FBEIIIRXHAY Authentication Data B4 Z#ERZH) server—final-message, B inBEIRFEXT

HENAARILIERS RIS A

MRRSIHNEMDIET TIRIE, BAFFIHEM I UFEITHEERSE KMEHET, MUNRLE@EIRILE,
EPIEIEA L% DISCONNECT IRIRA IHX—/REEE,
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FR I S

H482 MQTT BEIHR3?
MQTT ZHIIRXE MQTT #UREHRNGE/NETTT, MQTT B inRFARSSiHE T Iz H IR KR eI
T1E, tEamTREBMALMER.,

MQTT BRIEXT 15 FMRHIRSCER, MRLBINEHTHE, HNAIUEXERX D NER. K.

=133

Connect Publish Subscribe
CONNECT PUBLISH SUBSCRIBE
CONNACK PUBACK SUBACK
DISCONNECT PUBREC UNSUBSCRIBE
AUTH Only MQTT 5.0 PUBREL UNSUBACK
PINGREQ PUBCOMP

PINGRESP

Hr, CONNECT XA TFEFiHMEARSIHLIICEE, CONNACK IRXNIENMMEREEZNER, W
REBLARBERE, IHFBI T TR IEENEIR, EFmMERSHEATA&ZE—T DISCONNECT ik
XAREX A EEE,

AUTH 32 MQTT 5.0 SIAREMAVIRXER, SNATERIANE NEFHNRSIHRHERENS

(LEATIN

PINGREQ #1 PINGRESP XA EZFRENRNE, BEFHEHAY PINGREQ RN EARZIHRRES
RERR, SAEIRIE PINGRESP RN EE KATIREIHIBTARS ik 2 & iEIK .

PUBLISH #iRXAFAHHEE, R FHUAMEXSHFATF QoS 1 Ml 2 JHEMIARE.

SUBSCRIBE IRXBAFEFiFERSIHEAFITIE, UNSUBSCRIBE IRXNIIFIFiEKR, SUBACK I
UNSUBACK X723 BFRENTEFBUHITHNER .,
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MQTT #3EX

£ MQTT 1, TIERAAXENEFIRYX, ENHBABRERK. AIERAMNERERFT=TED AN,

BEERAEEFETAEEGIRXD, MAIBRIMEREETESFEURENNATUEUAT BIFHIHR
SCRE, GIANATHERERRY PINGREQ HRXFRBE—TEERK, BT EENAERR PUBLISH X

NFERMBE T X=1E8D .

Fixed Header * Variable Header Payload

‘ All Packets } ‘ Some Packets J [ Some Packets J

B ek

BEERABARCER | FMRUAIRSCRRKE=TFERAN.

Fixed Header *

MQTT Control Packet Type Flags Remaining Length

WCRBMUTFEERLE-—NFING 4 I, ER—IERSEH, REA, ERTUAIRSEE, 6
a0 1 RRXE— CONNECT X, 2 Rix CONNACK RXEHZ., FMANMEI X AT IUSE MQTT
5.0 #E - MQTT #EHIIRER, X, RTIREBMFRKEXFAE TR, MATT BIXFRBH
MRS ESRHEURT EARIRICER, FUX DN FRTRE 7K MIZNEBITIRXNEERNS .

BERLBE-—TFHHFE TR 4 UBETHIEERSCEERENIMR, AiZE MQTT 5.0 FiE, R
A PUBLISH RXAVIXUMEEAAARR ¥ T BREARIS X

® Bit 3: DUP, &®nZH] PUBLISH X EE=—TEENIRX.
® Bit2,1: QoS, F=al PUBLISH IRX{EMAMNRSREZFR.

® Bit 0: Retain, KR HAI PUBLISH IRX2ER—TMREBHEE.

HtprE R, X 4 UEHNEEREN, BIENZ2—TEEN, FrBEEENE.,
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BRERRIRKERETR T SEHEHHRSCHRBINFTE, BMEURRANERETZMTE D KE,
FIA MQTT 253 XE B KESLIR EF T EER K KEN LRRKE.

Fixed Header * Variable Header Payload

Remaining Length = N + M

|< 1 + Length(Remaining Length) Bytes >||< --------- N Bytes --------- >H< --------- M Bytes --------- )|

EFTEN

a]

BEERIRKEATZEERN, HTRAUGEMBDIRIIAN, MQTT BRRKEFRIRITRT —TAEF

?éi&o

ot

£ MQTT A, FERZKETHRENTE, FlEl PUBLISH IR HH Payload EB% iR SEFRAIRL
REERE, MEAESNKEEARTEEN, FIUENBE-—TIINFRIEERXERNERATH
KE, DAEEKRIE AR,

— 2 X, BEIREH 2,097,162 MFEHHNNAER, BMMBE—T 4 FHRENEETEBIE
TENKE., BATEMENNAEEHBERAK, ESRATE/L KB EE/ITMFT. B—1" 4 &%
KENBEKIET T8 2 MTFTRENNAHEE, EARAEITRET.

FRA MQTT MRIEFHEHFRKIRITERT, EFSTFTPRNR 7 URTHRBHE, SSHNERA
THERESEBEEZNFT, X, KE/NT 128 FHNAEFHTEARFTE-TFHIMAIMNER. AJE

FREUNEAKEN 4 MFT, FIURSAMERKEN (2728 - 1) F7, WHE 256 MB RUEHE.

Digits From To
1 0 (0x00) 127 (Ox7F)
2 128 (0x80, 0x01) 16,383 (OxFF, OX7F)
3 16,384 (0x80, 0x80, 0x01) 2,097,151 (OxFF, OxFF, Ox7F)
4 2,097,152 (0x80, 0x80, 0x80, 0x01) 268,435,455 (OxFF, OxFF, OxFF, Ox7F)

EMQ - EIRJTCHIFTIRIDEA R R B I e R R N 120



MQTT AIJZFM

ARk

B TR LA B BUR T EAREIIRSIEEY, Bl CONNECT R EI TR LIZIFFEE TNE . hilsk
B, EREMFIR. Keep Alive FIBMXANFEE., PUBLISH IRXXHAITIRANMIZINESE T EHE. RX

MR IEX =17,

Variable Header in CONNECT

Protocol Name | Protocol Level | Connect Flags | Keep Alive | Properties

Variable Header in PUBLISH

Topic Name | Packet Identifier | Properties

FEIRXBRIINIGE, PIERAPFEREMAIGNE LI EEF/MINATE, BnizRin R 2ERIHN
MENTFERINFHTENT . HOBRERSHERETFR, RIFZMINBRMERSRITN, FlI, 7%
CONNECT RXHIPIZIRER, MRMINBZEEERMESERINR, BAMSSBIRENERY. mE
PUBLISH RXEIRTZERAF, MIARRFHMIABE QoS R 0 IR BETFTE,

R

BHE=ZE MQTT 5.0 3INBN—THE. BEFRER LHEITIRINEE 5D, HERMERKENZREEE
M—ARMAR, XENEMRKEENZFEMEREMNEKE,

Variable Header

Property Length (M)

Variable Byte Integer Property 1 Property N

FIENEEHERERN, RACITRESE—TRIME, URKEEUREE, BABERENEMA O,

BTERUHH—TEX T BMEAEMEIERENMAT R ANESLR. TEBEMNSIELE AR,
EEAI— T ENFHRENEE, 5—TUE UTF-8 RIBMNFRTE, FRUEMIRERBIMRARTFIERAVEL
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RSB B IEHITRENT

Property
Identifier Dat
Variable Byte Integer ata
S 1- 4 Bytes —------ ffe-ooeeeeee ? Bytes -------- i

BEZENIRFERTINZERR, XERNFNAMURERRFNEXEMTELE, URENKEZSD.

BHBEHERNTENEITNAEMIZITH, LEAE CONNECT IRXFHMAE—TATFIRESIFITEANT 5
HIAY Session Expiry Interval EiE, {BRAFE(IE PUBLISH IBXFMAZEXMNEM, FiLA MQTT
EREXTBYNERTEE, —PMEEN MQTT B4R ZESTEFENEM.,

BEMRRT. BME. FBEXEAERTENTE MQTT BMIIXK, 1261 MQTT 5.0 Specification —

Properties,

REEBRHEBD . BAITERXATERLBEIERIMINI, A ER AT EIX TR

EE407E PUBLISH kX H, Payload AFEFBZEMNNEERAR, X2 PUBLISH X &Z/OHITHEE,
M PUBLISH RXHIFTZIRLFA QoS. Retain ZHFER, NEELSERNFHRIRMM—LEEIMIBES.,

SUBSCRIBE kXt 24itt, Payload £1& THRZEITHMNERAKRIINAITIIED, XthE SUBSCRIBE
B mREZN T,
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TERMEXM SUER SN ELIE, MQTT RERERAE TN RELNZERNIXEE, BEARE
FH, FEXEEBEXY MQTT MIAEEINRAIAN, EMEMARPEMSONF,
%% MQTT HEZMRS, =HiReIZaRE: AR
EZXxF MQTT MRBFIESE:

® MQTT ERXEFImAINALHE

® MQTT AIIRFIIMEFE
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